
(Algebraic) Lattices in Cryptography(Algebraic) Lattices in Cryptography

Alice Pellet-Mary

Nouveau séminaire TdN
Bordeaux

31/03/2025 1/7Alice Pellet-Mary (Algebraic) Lattices in Cryptography



Public key cryptographyPublic key cryptography

Cryptographic primitives

public key
encryption

signature fully homomorphic
encryption

. . .

Supposedly hard algorithmic problems

factoring discrete logarithm

error correcting codes lattices isogenies

. . .

. . .

Cryptanalysis: how hard are the underlying algorithmic problems?

31/03/2025 2/7Alice Pellet-Mary (Algebraic) Lattices in Cryptography



Public key cryptographyPublic key cryptography

Cryptographic primitives

public key
encryption

signature fully homomorphic
encryption

. . .

Supposedly hard algorithmic problems

factoring discrete logarithm

error correcting codes lattices isogenies

. . .

. . .

Cryptanalysis: how hard are the underlying algorithmic problems?

31/03/2025 2/7Alice Pellet-Mary (Algebraic) Lattices in Cryptography



Public key cryptographyPublic key cryptography

Cryptographic primitives

public key
encryption

signature fully homomorphic
encryption

. . .

Supposedly hard algorithmic problems

factoring discrete logarithm

error correcting codes lattices isogenies

. . .

. . .

Cryptanalysis: how hard are the underlying algorithmic problems?

31/03/2025 2/7Alice Pellet-Mary (Algebraic) Lattices in Cryptography



Public key cryptographyPublic key cryptography

Cryptographic primitives

public key
encryption

signature fully homomorphic
encryption

. . .

Supposedly hard algorithmic problems

factoring discrete logarithm

error correcting codes lattices isogenies

. . .

. . .

Cryptanalysis: how hard are the underlying algorithmic problems?

31/03/2025 2/7Alice Pellet-Mary (Algebraic) Lattices in Cryptography



Public key cryptographyPublic key cryptography

Cryptographic primitives

public key
encryption

signature fully homomorphic
encryption

. . .

Supposedly hard algorithmic problems

factoring discrete logarithm

error correcting codes lattices isogenies

. . .

. . .

Cryptanalysis: how hard are the underlying algorithmic problems?

31/03/2025 2/7Alice Pellet-Mary (Algebraic) Lattices in Cryptography



LatticesLattices

• • • • • • • • • • • • • • •

• • • • • • • • • • • • • • •

• • • • • • • • • • • • • • •

• • • • • • • • • • • • • • •

• • • • • • • • • • • • • • •

• • • • • • • • • • • • • • •

b1

b2

b′1

b′2

▶ L = {
∑n

i=1 xibi | ∀i , xi ∈ Z} is a lattice

▶ (b1, . . . , bn) =: B ∈ GLn(R) is a basis (not unique)

▶ n is the dimension (or rank)
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Short vector problemShort vector problem

Input:

b1

b2
−→

Output:

s

Shortest vector problem

∥s∥ = min
x∈L\{0}

∥x∥

This is a hard problem
best known algorithms have complexity ≈ 2n (for γ = poly(n))
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Foundational resultFoundational result

Theorem (Ajtai’96, Regev’05)

There exists a distribution D of lattices such that

Solving SVP in any
lattice of rank ≤ n

Solving SVP with proba-
bility ≥ 0.01 for L ← D≤

(Statement slightly incorrect: SVP should be (approx)-SIVP)

Remarks: ▶ lattices from D have rank ≈ n log n

▶ average case hardness is very useful for crypto!

[Ajt96] Ajtai. Generating hard instances of lattice problems. STOC

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC
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Ideal latticesIdeal lattices

K = Q[
√

2] = {a+ b
√

2 | a, b ∈ Q}

OK = Z[
√

2] = {a+ b
√

2 | a, b ∈ Z}

σ : K → R2

x0 + x1
√

2 7→ (x0 + x1
√

2, x0 − x1
√

2)

σ(OK )

σ(1)

σ(
√

2)

σ(α)
σ(αOK )

▶ α = 6− 4
√

2

▶ αOK = {αr | r ∈ OK}
⇒ this is an ideal

Ideal-SVP:
Find a short vector in σ(αOK )

Can we exploit the algebraic
structure?
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Algorithm for ideal-SVP [CDPR16]Algorithm for ideal-SVP [CDPR16]

Input: a basis of σ(αOK )

Output: a short v ∈ σ(αOK )

Tools:
▶ N (a+ b

√
2) = (a+ b

√
2)(a− b

√
2)

▶ O×
K = {u ∈ OK | N (u) = ±1}

Lemma: {α · u | u ∈ O×
K} minimize N (·)

Algorithm:

1. recover some α′ ∈ {α · u | u ∈ O×
K}

2. find u′ ∈ O×
K s.t. ∥σ(α′ · u′)∥ is minimal

σ(αOK )

σ(α′)
σ(α′u′)

Quantum polynomial time algorithm that
solves ideal-SVP with approximation γ ≈ 2

√
n

[CDPR16] Cramer, Ducas, Peikert, Regev. Recovering short generators of principal ideals in cyclotomic rings. Eurocrypt
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