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» L={Y"_1xbj| Vi, x; € Z}is a lattice
» (b1,...,bs) =: B € GLs(R) is a basis (not unique)

» nis the dimension (or rank)

Alice Pellet-Mary Lattice-based cryptography 03/04/2025 4/46




Short vector problem

Output:
° [ ° ° ° ° q
° ° ° ° ° ° °
° ° ° ° °
—
° [ T N ° ° q
4 \
/ \
° ° . | ® ° °
N 7z
° e ° °

Shortest vector problem
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Approximate short vector problem
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Short basis problem
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Shortest basis problem

max||ci| =  min <max\|b;.||>
i B’ basis of £ i
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Short basis problem
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Approximate short basis problem
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Hardness of the short vector/basis problems

Rule of thumb: short vector problem =2 short basis problem (same approximation factor)
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Hardness of the short vector/basis problems

Rule of thumb: short vector problem =2 short basis problem (same approximation factor)

[ The short vector/basis problems are hard J
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Hardness of the short vector/basis problems

Rule of thumb: short vector problem =2 short basis problem (same approximation factor)

The best known algorithms computing short a vector/basis
have complexity ~ 2" (for poly(n) approximation factors)
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Hardness of the short vector/basis problems

Rule of thumb: short vector problem =2 short basis problem (same approximation factor)

The best known algorithms computing short a vector/basis
have complexity ~ 2" (for poly(n) approximation factors)

Consequences

» can be used to build crypto
» n has to be somewhat large (say 700 for crypto)

» this is an assumption (no proof that no better algorithms exist)
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Section's conclusion

We have seen:

» lattices

» the short vector problem

] presumably hard algorithmic problems
» the short basis problem
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https://apelletm.pages.math.cnrs.fr/page-perso/documents/enseignement/hard_vs_easy_lattices_demo_sage.ipynb

Section's conclusion

We have seen:

» lattices
» the short vector problem

] presumably hard algorithmic problems
» the short basis problem

Remark:

» we are talking about worst-case hardness here

» in practice we want average-case hardness

cf Benjamin's talk
Sage demo
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Section's conclusion

We have seen:

» lattices

» the short vector problem

] presumably hard algorithmic problems
» the short basis problem

Remark:
we are ness here
_ Only worst-case problems
in prac o e rdness

cf Benjamin's talk
Sage demo
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Section's conclusion

We have seen:

» lattices

» the short vector problem

] presumably hard algorithmic problems
» the short basis problem

Remark: .
Coming next
we are ness here .
_ Only worst-case problems Part I: Building cryptography
In prac in this talk rdness from lattices

cf Benjamin's talk
Sage demo
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Plan of the talk

‘ Introduction: lattices, algorithmic problems (short vector, short basis) ‘

Part |: cryptographic contructions Part II: algebraic lattices and algorithms
Digital signature Algebraic lattices
Babai decoding algorithm module lattices, ideal lattices

hash-and-sign signature The ideal short vector problem

parallelepiped attack

units, principal ideal problem

Public key encryption

The module lattice isomorphism problem
Exact decoding

Regev encryption scheme sum of two squares, norm equations
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Constructing digital signatures “
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Digital Signature

Three algorithms: » KeyGen() ~» (pk, sk)
» Sign(m, sk) ~ s » Verify(m, s, pk) ~ yes/no
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Digital Signature

Three algorithms: » KeyGen() ~» (pk, sk)
» Sign(m, sk) ~ s » Verify(m, s, pk) ~ yes/no

Alice Bob

(pk, sk) < KeyGen() LN store pk
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Digital Signature

Three algorithms: » KeyGen() ~» (pk, sk)
» Sign(m, sk) ~ s » Verify(m, s, pk) ~ yes/no

Alice Bob
(pk, sk) < KeyGen() LN store pk
message m
s < Sign(m, sk) UL Verify(m, s, pk)?

(message really from Alice?)
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Digital Signature

Three algorithms: » KeyGen() ~» (pk, sk)
» Sign(m, sk) ~ s » Verify(m, s, pk) ~ yes/no

Alice Bob
(pk, sk) < KeyGen() LN store pk
message m
s < Sign(m, sk) UL Verify(m, s, pk)?

(message really from Alice?)

Correctness: Verify(m, s, pk) = yes (if s « Sign(m, sk) and (pk, sk) < KeyGen)

Security: an attacker not knowing sk cannot forge (m, s) s.t. Verify(m,s, pk) = yes
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Decoding in a lattice

Input: x=3.7-b; —1.4-by

Objective: find s € L close to x

[ P

Alice Pellet-Mary Lattice-based cryptography 03/04/2025 12/46



Decoding in a lattice

Input: x=3.7-b; —1.4-by

[ ) ) ) ° ° )
Objective: find s € L close to x
] L] L] L] [ ) q
Algo: round each coordinate
* ¢ X * ¢ * * (called Babai's round-off algorithm)
[ ) [ ) ° ° [ ) [ ) °
. ° bV ° <
. . bg . . .
[ ) [ ) [ ) [ ) [ ) [ )
[ ] L] ] L] [ ) q
[ ] [ ] [ ) [ ) [ ) [ )]
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Decoding in a lattice

Input: x=3.7-b; —1.4-by

L[] L] L] L] L] L]
Objective: find s € L close to x
[ ] ] L] L[] L[] q
Algo: round each coordinate
¢ ¢ X * * * (called Babai's round-off algorithm)
[ ]
° ° ° ° ° ° Output: s=4-b; —1-by
° . bV . <
° ° bg . . .
(] (] [ ] L[] ] L[]
[ ] [ ] ] [ ] L[] q
o o L] L] L] L]
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Decoding in a lattice

Input: x=3.7-b; —1.4-by

L[] L] L] L] L] L]
Objective: find s € L close to x
[ ] ] L] L[] L[] q
Algo: round each coordinate
¢ ¢ X * * * (called Babai's round-off algorithm)
[ ]
° ° ° ° ° ° Output: s=4-b; —1-by

L] L] b ] q
1
. . M . . Solves approximate decoding

smaller basis = closer solution
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Decoding in a lattice

Input: x=3.7-b; —1.4-by

Objective: find s € L close to x
”// Algo: round each coordinate

(called Babai's round-off algorithm)
’ " Output: s=4-by —1-bs
o [T . Solves approximate decoding
. //// . smaller basis = closer solution

/ = {xlbl + xobo ‘ x| < %}

(fundamental parallelepiped)
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Decoding in a lattice

Input: x=3.7-b; —1.4-by
Objective: find s € L close to x

Algo: round each coordinate
(called Babai's round-off algorithm)

Output: s=4-by —1-bs

Solves approximate decoding
smaller basis = closer solution

/ = {xlbl + xobo ‘ x| < %}

(fundamental parallelepiped)
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Hash-and-sign lattice signature

L[] L] L] L L L KeyGen
» sk = Bs (short basis of £)
» pk = B, (long basis of L)

[GGH97] Goldreich, Goldwasser, and Halevi. Public-key cryptosystems from lattice reduction problems. CRYPTO
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Hash-and-sign lattice signature

KeyGen:
» sk = Bs (short basis of £)
» pk = B, (long basis of L)

Sign(m, sk):
» x = H(m) (hash the message)

[GGH97] Goldreich, Goldwasser, and Halevi. Public-key cryptosystems from lattice reduction problems. CRYPTO
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Hash-and-sign lattice signature

¢ H(.m)

KeyGen:
» sk = Bs (short basis of £)
» pk = B, (long basis of L)

Sign(m, sk):
» x = H(m) (hash the message)
» output s € L close to H(m)

[GGH97] Goldreich, Goldwasser, and Halevi. Public-key cryptosystems from lattice reduction problems. CRYPTO
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Hash-and-sign lattice signature

¢ H(.m)

KeyGen:
» sk = Bs (short basis of £)
» pk = B, (long basis of L)

Sign(m, sk):
» x = H(m) (hash the message)
» output s € L close to H(m)

Verify(m, s, pk):
» check that s € £
» check that H(m) — s is small

[GGH97] Goldreich, Goldwasser, and Halevi. Public-key cryptosystems from lattice reduction problems. CRYPTO
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Attack on this first idea

Parallelepiped attack:

[NRO6] Nguyen and Regev. Learning a parallelepiped: Cryptanalysis of GGH and NTRU signatures. J. Cryptology
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Attack on this first idea

Parallelepiped attack:

» ask for a signature s on m

[NRO6] Nguyen and Regev. Learning a parallelepiped: Cryptanalysis of GGH and NTRU signatures. J. Cryptology
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Attack on this first idea

Parallelepiped attack:

» ask for a signature s on m
» plot H(m) —s

[NRO6] Nguyen and Regev. Learning a parallelepiped: Cryptanalysis of GGH and NTRU signatures. J. Cryptology
Alice Pellet-Mary Lattice-based cryptography 03/04/2025 14/46




Attack on this first idea

Parallelepiped attack:

» ask for a signature s on m
» plot H(m) —s

» repeat

[NRO6] Nguyen and Regev. Learning a parallelepiped: Cryptanalysis of GGH and NTRU signatures. J. Cryptology
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Attack on this first idea

* * * Parallelepiped attack:

///// ) » ask for a signature s on m
. /// . » plot H(m) —s

. /// . » repeat

[NRO6] Nguyen and Regev. Learning a parallelepiped: Cryptanalysis of GGH and NTRU signatures. J. Cryptology
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Attack on this first idea

* * * * * ° Parallelepiped attack:
s » ask for a signature s on m
. /// . » plot H(m) —s
. /// . » repeat
* // ° From the shape of the parallelepiped,

o o, / o one can recover the short basis

[NRO6] Nguyen and Regev. Learning a parallelepiped: Cryptanalysis of GGH and NTRU signatures. J. Cryptology
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Preventing the attack

|dea: do not decode deterministically
but randomly

[GPV08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.

Alice Pellet-Mary Lattice-based cryptography 03/04/2025 15/46




Preventing the attack

. o o o R R Idea: do not decode deterministically
but randomly
L] ’_._\ L] o L] q
. // H(m) e J . Sign(m, sk):
. | e ‘e D e . . > X = H(m) (hash the message)
e o5 . . ‘ » sample s € LN By(x)
o (small radius r)
[ ] [ ] [ ] [ ] [ ] [ ]
L] L] L] L] L] L]
L] L] L] L] L] q
[ ] [ ] [ ] [ ] [ ] [ ]

[GPV08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.
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Preventing the attack

|dea: do not decode deterministically

L] L] L] L] L] L]
but randomly
L] _._ L] o L] q
*/ Hm*\ ° J . Sign(m, sk):
. :\ . T . D e . . > X = H(m) (hash the message)
e es e . . ‘ » sample s € LN B,(x)
- (small radius r)
[ ] [ ] [ ] [ ] [ ] [ ]
° /o// ;\\\ ° ° °
. ° \6 ° ° q
° \\\ ° 9// ° ° °

[GPV08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.
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Preventing the attack

|dea: do not decode deterministically
L] L] L] L] L] L]
but randomly
L] L] L] o L] q
. . (] (] (] (] Sign(m, 5/()2
. . . . . . » x = H(m) (hash the message)
» sample s € LN B,(x)
L[] o o /,'—-.\\ ] q )
7 R (small radius r)
° ° o,/ ° ‘\S °
RN {H(m)o/ I
. . e ) e e/ o
. . \6\\‘—0’// ° q
° \\\ ° ,// ° ° °

[GPV08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.
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Preventing the attack

[GPV08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.

Alice Pellet-

. . . . R R |dea: do not decode deterministically
but randomly
L] L] L] o L] q
. . . . . . Sign(m, sk):
. . . . . . » x = H(m) (hash the message)
» sample s € LN B,(x)
L] o o L] o q
(small radius r)
[ ] [ ] [ ] [ ] [ ] [ ]
. . / ;\ N . . .
. ° \6 . ° q
o e 9’/ . . .
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Preventing the attack

. . . . R R |dea: do not decode deterministically
but randomly
[ ) [ ) [ ) [ ] [ ) q
. . (] (] (] (] Sign(m, 5/()2
. . . . . . » x = H(m) (hash the message)
» sample s € LN B,(x)
[ ) [ ) [ ) [ ) [ ] q
(small radius r)
[ ] [ ] [ ] [ ] [ ] [ ]

* * e ¢ * Lemma: if an adversary can forge
‘ . % . o ) signatures, then they can recover a
¢ / short basis of £ using only pk

* e * * (in the ROM)

[GPV08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.
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What we want: An algorithm KeyGen such that

» KeyGen computes

» a random lattice £
» a short basis B. of £ (sk)
» a long basis B, of £ (pk)
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What we want: An algorithm KeyGen such that

» KeyGen computes

» a random lattice £
» a short basis B. of £ (sk)
» a long basis B, of £ (pk)

» computing a close lattice vector from B. is easy (correctness)
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What we want: An algorithm KeyGen such that

» KeyGen computes

» a random lattice £
» a short basis B. of £ (sk)
» a long basis B, of £ (pk)

» computing a close lattice vector from B. is easy (correctness)

» recovering a short basis from B, is hard (security)
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Public key encryption

Three algorithms: » KeyGen() ~~ (pk, sk)

» Enc(m,pk)~>c  » Dec(c,sk)~ m'
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» Enc(m,pk)~>c  » Dec(c,sk)~ m'

Alice Bob

(pk, sk) < KeyGen() LN
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Public key encryption

Three algorithms: » KeyGen() ~~ (pk, sk)

» Enc(m,pk)~>c  » Dec(c,sk)~ m'

Alice Bob

(pk, sk) < KeyGen() LN
message m € {0,1}

m’ < Dec(c, sk) YR ¢ < Enc(m, pk)

(hopefully m" = m)
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Three algorithms: » KeyGen() ~~ (pk, sk)
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Alice Bob

(pk, sk) < KeyGen() LN
message m € {0,1}

m’ < Dec(c, sk) YR ¢ < Enc(m, pk)

(hopefully m" = m)

Correctness: Dec(Enc(m, pk),sk) =m
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Public key encryption

Three algorithms: » KeyGen() ~~ (pk, sk)

» Enc(m,pk)~>c  » Dec(c,sk)~ m'

Alice Bob

(pk, sk) < KeyGen() LN
message m € {0,1}

m’ < Dec(c, sk) YR ¢ < Enc(m, pk)

(hopefully m" = m)

Correctness: Dec(Enc(m, pk),sk) =m

Security: an attacker cannot guess m from pk and Enc(m, pk)
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Remember Babai decoding

Babaig(x) = ¢ (¢ £, close to x)

% [ ot
7
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Remember Babai decoding

Babaig(x) = ¢ (¢ £, close to x)

J / = {lel + xobo | x| < %}
/// (fundamental parallelepiped)
: // * O = largest circle C /
. / // y (radius of ©: decoding radius)
[ ] é’: [ ]

L
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Remember Babai decoding
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Remember Babai decoding

Babaig(x) = ¢ (¢ £, close to x)

/ = {xlbl + x2b2 | |xi] < %}

(fundamental parallelepiped)

O = largest circle C /

(radius of ©: decoding radius)

Babaig(s+e)=s

xo

[ Lemma: Vs € £ and Ve € O

W
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Remember Babai decoding

Babaig(x) = ¢ (¢ £, close to x)

/ = {xlbl + x2b2 | |xi] < %}

(fundamental parallelepiped)

O = largest circle C /

(radius of ©: decoding radius)

Lemma: Vs € £ and Ve € O
Babaig(s+e)=s

xo

Smaller basis <= larger Op

W
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Public key encryption from lattices

® pk = (Bp,x)
o sk = Bs
[ ] [ ] [ ]
[ ]
[ ]
[ ) [ ] [ ]
[ ]
X @
[ ]
[ ] [ ] [ ] [ ] [ ] [ ]

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
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Public key encryption from lattices

pk = (Bp,x)
° ° ° ° ° sk = Bs
° @Rﬁ 9 ° °
° J ° ° °

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
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Public key encryption from lattices

pk - (prx)
sk = Bs

° °

° °

° °

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
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Public key encryption from lattices

* pk = (B, x) message: m € {0, 1}
o sk = Bs
[ ] [ ] [ ]
[
o
[ ] [ [ ]
[
X @
[ ]
[ [ ] [ ° o [

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
Alice Pellet-Mary Lattice-based cryptography 03/04/2025 20/46




Public key encryption from lattices

* pk = (B, x) message: m € {0, 1}
o sk = Bs
Enc(m, pk):
[ ] [ ] [ ]
» Sample random v € L
[
o
[ ] [ [ ]
[
X @
[ ]
[ [ ] [ ° o [

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
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Public key encryption from lattices

* pk = (B, x) message: m € {0, 1}
o sk = Bs
Enc(m, pk):
[ ] [ J
» Sample random v € L
L » fm=1:. v v+x
[ ]
[ ] [}
[ ]
X
[ ]
[ ] [ J [ ] [ ] [ J [ J

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
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Public key encryption from lattices

pk = (Bp, x) message: m € {0,1}
sk = Bs
Enc(m, pk):

* » Sample random v € L
» fm=1:. v v+x
» Sample smalle e = C (s
» returnc=v+e

[}

[ ] [ J [ ] [ ] [ J [ J

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
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Public key encryption from lattices

pk = (Bp, x) message: m € {0,1}
sk = Bs
Enc(m, pk):
* » Sample random v € L
» ifm=1 v+ v+x
» Sample smalle e = C (s
» retutnc=v-+e
[ ]
Dec(c, sk):
» s < Babaig(c)
» if [[s—c|| small ~» m=0
. . . . . . » else~»m=1

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
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Public key encryption from lattices

pk = (Bp, x) message: m € {0,1}

sk = Bs
[ ]
Correctness:
» fm=1V
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Public key encryption from lattices

[ ]
pk = (Bp, x) message: m € {0,1}
o sk = Bs
[ ) [ ] [ ]
Correctness:
* s ifm=1v
° » fm=0
[ ) [ [
[ ]
X @
[
[ ] [ ] [ ] [ ] [ ] [ ]

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
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Public key encryption from lattices

[ ] [ ] [} [ J
9/ / pk = (Bp, x) message: m € {0, 1}

2
[ ] [ ) [ ] [ ] - —
ne(0) / % ske=Bs
[ ] / [ ]
Correctness:

» fm=1V
° ° o/ ° ° » ifm=0V (becauseec ) C Op)

\

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
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Public key encryption from lattices

pk = (Bp, x) message: m € {0,1}
sk = Bs
°
Correctness:
» fm=1V
» ifm=0V (becauseec ) C Op)
* Security - v if £ and B, are well chosen
(under some assumption, see next slide)
° ° ° ° ° °

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
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What we want: An algorithm KeyGen such that

» KeyGen computes
» a random lattice £
» a short basis B. of £ (sk)
» a long basis B, of £ (pk)

a point x far from L
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» decoding errors in ( is easy given B, (correctness)
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What we want: An algorithm KeyGen such that

» KeyGen computes

» a random lattice £
» a short basis B. of £ (sk)
» a long basis B, of £ (pk)

a point x far from L

» decoding errors in ( is easy given B, (correctness)

» decoding errors in s hard given B, (security)
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Part |: conclusion

We have seen:

» Babai decoding algorithm

short basis ~~ close lattice point
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Part |: conclusion

We have seen:

» Babai decoding algorithm

short basis ~~ close lattice point

» construction of digital signature

correct thanks to Babai decoding algorithm
secure if the short basis problem is hard
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Part |: conclusion

We have seen:

» Babai decoding algorithm

short basis ~~ close lattice point

» construction of digital signature

correct thanks to Babai decoding algorithm
secure if the short basis problem is hard

» construction of public key encryption

correct thanks to Babai decoding algorithm
secure if decoding with a long basis is hard
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Part |: conclusion

We have seen:

» Babai decoding algorithm

short basis ~~ close lattice point

» construction of digital signature Coming next
correct thanks to Babai decoding algorithm Part Il: algebraic lattices
secure if the short basis problem is hard

» construction of public key encryption

correct thanks to Babai decoding algorithm
secure if decoding with a long basis is hard
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Plan of the talk

‘ Introduction: lattices, algorithmic problems (short vector, short basis) ‘

Part |: cryptographic contructions Part Il: algebraic lattices and algorithms
Digital signature Algebraic lattices
Babai decoding algorithm module lattices, ideal lattices

hash-and-sign signature .
e The ideal short vector problem

parallelepiped attack
units, principal ideal problem

Public key encryption

The module lattice isomorphism problem

Exact decoding

Regev encryption scheme sum of two squares, norm equations
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Algebraic lattices “
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Number fields

Number field: K = Q[X]/P(X) (P irreducible, deg(P) = d)
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Number fields

Number field: K = Q[X]/P(X) (P irreducible, deg(P) = d)
» K=Q
> K =Q[X]/(X?—2) ~Q[v2], a quadratic field
» K =Q[X]/(XY+1) with d = 2° ~ power-of-two cyclotomic field
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Number fields

Number field: K = Q[X]/P(X) (P irreducible, deg(P) = d)
» K=Q
> K =Q[X]/(X?—2) ~Q[v2], a quadratic field
» K =Q[X]/(XY+1) with d = 2° ~ power-of-two cyclotomic field

Ring of integers: Ok C K, for this talk Ok = Z[X]/P(X)
(more generally Z[X]/P(X) C Ok but Ok can be larger)
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Number fields

Number field: K = Q[X]/P(X) (P irreducible, deg(P) = d)
» K=Q
> K =Q[X]/(X?—2) ~Q[v2], a quadratic field
» K =Q[X]/(XY+1) with d = 2° ~ power-of-two cyclotomic field

Ring of integers: Ok C K, for this talk Ok = Z[X]/P(X)
(more generally Z[X]/P(X) C Ok but Ok can be larger)
» Ok =7
> Ok = Z[X]/(X? —2) ~ Z[V?2]
> Ok = Z[X]/(X? + 1) with d = 2° ~ power-of-two cyclotomic ring
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The canonical embedding

(K =Q[X]/P(X), a1, ,aq complex roots of P(X))

Canonical embedding: o : K — c9
a(X) = (a(a1),---,a(a))
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(K =Q[X]/P(X), a1, -+ ,aq complex roots of P(X))

Canonical embedding: o : K — c9
a(X) = (a(a1),---,a(a))

» we can see K as a subset of (Cd
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The canonical embedding

(K =Q[X]/P(X), a1, -+ ,aq complex roots of P(X))

Canonical embedding: o : K — c9
a(X) = (a(a1),---,a(a))

» we can see K as a subset of (Cd

» this induces a geometry on K (using the hermitian norm in C9): for a € K

{ lall = lo(a)]l2 = y/o(3) o(a). }
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|deals

ldeal: | C Ok is an ideal if » x+yéelforall x,yel
» a-xclforallac Ok and xec |
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|deals

Ideal: | € Ok is an ideal if » x+yelforallx,yel
» a-x€lforallaec Ok and x €/
» h ={2alacZ}and L ={6alacZ}in Ox =7
> h={a+b-X|a+b=0mod?2, a,beZ}in Ok =2Z[X]/(X*+1)
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|deals

Ideal: | € Ok is an ideal if » x+yelforallx,yel
» a-x€lforallaec Ok and x €/
» h ={2alacZ}and L ={6alacZ}in Ox =7
> h={a+b-X|a+b=0mod?2, a,beZ}in Ok =2Z[X]/(X*+1)

Principal ideals: gOk :={g-a| a€ Ok}
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|deals

Ideal: | € Ok is an ideal if » x+yelforallx,yel
» a-x€lforallaec Ok and x €/
» h ={2alacZ}and L ={6alacZ}in Ox =7
> h={a+b-X|a+b=0mod?2, a,beZ}in Ok =2Z[X]/(X*+1)

Principal ideals: gOk :={g-a| a€ Ok}
» h ={2alacZ}=(2)
»h={a+b-X|a+b=0mod2,a,becZ}=(1+X)
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An example

K=Q[V2] = {a+b/2]abe 0}

Alice Pellet-Mary Lattice-based cryptography 03/04/2025 28/46




An example

K=Q[V2] = {a+bV2|abecQ} o K —s R2
X0+ x1V2 — (xo+x1\/§,xo —x1\/§)
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An example

K:Q[\/i]:{a+bﬁ\a,b€‘@} o K — R?
Ok =Z[V?2] = {2+ bV2|a be 7} X0+ x1V2 = (x0 + x1V2, x0 — x1V/2)
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An example

K=QIV2] = (a+bv2/abeq) o K — R?
Ok =Z[V?2] = {2+ bV2|a be 7} X0+ x1V2 = (x0 + x1V2, x0 — x1V/2)
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An example

K:Q[\/i]:{a+b\/§‘a:b€@} o K—)]R2
Ok =Z[V2] = {2+ bV2|a be 7} X0+ x1V2 = (x0 + x1V2, x0 — x1V/2)

s N

» Ok is a Z-module
generated by 1 and /2

(. J
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An example

K:Q[\/i]:{a+bﬁ\a,b€‘@} o K — R?
Ok =Z[V2] = {2+ bV2|a be 7} X0+ x1V2 = (x0 + x1V2, x0 — x1V/2)
- _‘TGOK) » Ok is a Z-module

generated by 1 and /2

\ ° a o d J
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An example

K =Q[V2] = {a+bv2|a,beQ} o K — R
Ok =Z[V?2] = {2+ bV2|a be 7} X0+ x1V2 = (x0 + x1V2, x0 — x1V/2)
1 » Ok is a Z-module
o()'(a) generated by 1 and /2
»a=6—42
— J
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K=Q[V2] = {a+b/2]abe 0}

K — R?

X0+ x1V2 (xo + x1V2, xg — x1\/§)

(O
Ok = ZZ[\/GE] ={a+bV2|a,becZ}
° ‘ ° (T(.QOK)
*o(a) ‘ .

Alice Pellet-Mary

Lattice-based cryptography

» Ok is a Z-module
generated by 1 and /2
»a=6—4/2

» a0k = {ar|r € Ok}
= this is a (principal) ideal

03/04/2025
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Ideal lattices

Ok is a lattice:
» Ox=1-Z+X-Z+---+X"1.7
» 0(Ok)=0(1)-Z+ - +o(XY)-Z
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Ideal lattices

Ok is a lattice:
» Ox=1-Z+X-Z+---+X"1.7
» 0(Ok)=0(1)-Z+ - +o(XY)-Z

[ o(Ok) is a lattice of rank d with basis (¢(X"))o<i<d ]

Alice Pellet-Mary Lattice-based cryptography 03/04/2025 29/46




Ideal lattices

Ok is a lattice:
> OK:l'Z+X‘Z+'--+Xd_1-Z
> O'(OK):J(I)Z++O-(Xd—1)Z

[ o(Ok) is a lattice of rank d with basis (¢(X"))o<i<d ]

g0k is a lattice:
» 8- Ox=g-1-Z+g-X-Z+--+g-X9"1.7
> U(gOK):U(g)'Z-i-----l-a(g-Xd_l)-Z

Alice Pellet-Mary Lattice-based cryptography 03/04/2025 29/46




Ideal lattices

Ok is a lattice:
» Ox=1-Z+X-Z+---+X"1.7
» 0(Ok)=0(1)-Z+ - +o(XY)-Z

[ o(Ok) is a lattice of rank d with basis (¢(X"))o<i<d ]

g0k is a lattice:
» 8- Ox=g-1-Z+g-X-Z+--+g-X9"1.7
> U(gOK):U(g)'Z-i-----l-a(g-Xd_l)-Z

o(gOk) is a lattice of rank d with basis (o(g - X'))o<i<d

= we call it ideal lattice

(this is also true for non principal ideals)
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Module lattices

(Free) module:

[ M = {B - x| x € Ox*} for some matrix B € Ox*** with detx(B) # 0 J

Alice Pellet-Mary Lattice-based cryptography 03/04/2025 30/46




Module lattices

(Free) module:

[ M = {B - x| x € Ox*} for some matrix B € Ox*** with detx(B) # 0 J

» k is the module rank

» B is a module basis of M
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Module lattices

(Free) module:

[ M = {B - x| x € Ox*} for some matrix B € Ox*** with detx(B) # 0 J

» k is the module rank

» B is a module basis of M

(M) is a lattice: of Z-rank n:=d - k, included in C"
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Module lattices

(Free) module:

[ M = {B - x| x € Ox*} for some matrix B € Ox*** with detx(B) # 0 J

» k is the module rank

» B is a module basis of M

(M) is a lattice: of Z-rank n:=d - k, included in C"

{(Principal) ideals = (Free) modules of rank 1}
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Module-SVP

Reminder: SVP

short vector problem

based cryptography
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Module-SVP

Reminder: SVP = short vector problem

Output:
. { e o o o
. . e e o o
. e e e e
. q R I
(] ] ° ] J L] ]
o e /,/'. .

(rank-k) module-SVP: SVP restricted to (rank-k) module lattices
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Module-SVP

Reminder: SVP = short vector problem

Output:

; /,4./“\.\\ .

L] q L] L] s .
L] L] [ ] ] ‘\

(rank-k) module-SVP: SVP restricted to (rank-k) module lattices

|deal-SVP: SVP restricted to ideal lattices ( = rank-1 module-SVP)

Lattice-based cryptography
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Module-SVP

Reminder: SVP = short vector problem

(rank-k) module-SVP: SVP restricted to (rank-k) module lattices
|deal-SVP: SVP restricted to ideal lattices ( = rank-1 module-SVP)

Is it easier to find short vectors in ideals/modules?

Lattice-based cryptography 03/04/2025 31/46

Alice Pellet-Mary



Section's conclusion

[ Module lattices: module (algebraic object) + lattice (geometric object) ]
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Section's conclusion

[ Module lattices: module (algebraic object) + lattice (geometric object) ]

Advantages:
» smaller storage size required, faster operations
more efficient cryptographic protocols

used in all practical lattice-based schemes (usually with d = 256 or 512 and k = 2,3 or 4)
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Section's conclusion

[ Module lattices: module (algebraic object) + lattice (geometric object) ]

Advantages:
» smaller storage size required, faster operations
more efficient cryptographic protocols

used in all practical lattice-based schemes (usually with d = 256 or 512 and k = 2,3 or 4)

Drawbacks:

» maybe more efficient attackers against some algorithmic problems?
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The ideal short vector problem “

.
. .
. (T(&(‘)K)
. .
. .
- .
- =~ i
- e .
// L] \\ ©
/ ° \ o
1 \
» [
L 1 L)
! °
\
e 9
\ ° / .
\\ ° /’ .
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e L N

ideal Short Vector Problem . .

» Input: a basis of 0(aQk) .

— e/
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. ‘ ° (T(aOK)
ideal Short Vector Problem . . .
» Input: a basis of 0(aQk) . : .
» Output: a short v € 0(aOk) e S . ‘
| 1
\\ 9 R
— ° ‘ e/

03/04/2025  34/46
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Tools

Algebraic norm: Reminder: ag, ..., aq roots of P

N OK — 7
a(X) Ha(af) = ](o(a);

i
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Tools

Algebraic norm: Reminder: ag, ..., aq roots of P

N
J

N OK — 7
a(X) Ha(a;) = ](o(a);

i

Units:

0% = {u€ Ox | N(u) = +1}

2
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Tools

Algebraic norm: Reminder: ag, ..., aq roots of P

N:Ox—1Z . . ’ » 9(a0k)
a(X) = [ a(e) = [[(o(2)) ) . . o
Units: ) ¢ . ) : .
X ={ue Ok |N(u) = +1} o N . e

Alice Pellet-Mary Lattice-based cryptography 03/04/2025 35/46




Tools

Algebraic norm: Reminder: ag, ..., aq roots of P ; |
./\/" OK — 7 U(QOK)
a(X) = [Tae) = [ [(o(2)):
i i
Units:
x ={u e Ok|N(u)==£1}
Generators: {a-u|u € Og} are the generators of
the ideal a0k
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Tools

Algebraic norm: Reminder: ag, ..., aq roots of P

)
-y

O’(QC)K )

N OK — 7
a(X) Ha(a;) = ](o(a);

i

Units:

0% = {u€ Ox | N(u) = +1}

Generators: {a-u|u € Og} are the generators of
the ideal a0k

~

[ Lemma: {a-u|u e OF} minimize N(-) in aOk ]
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Algorithm for ideal-SVP

Input: a basis of o(aOk) - . . \
Output: a short v € o(aOk) . ’ » 7(a0k)
Algorithm: ° :

[CDPR16] Cramer, Ducas, Peikert, Regev. Recovering short generators of principal ideals in cyclotomic rings. Eurocrypt
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Algorithm for ideal-SVP

Input: a basis of o(aOk) ( \
Output: a short v € o(aOk) o(a0k)

Algorithm:
1. recover some generator & € {a-u|u € OK}

minimizes A

[CDPR16] Cramer, Ducas, Peikert, Regev. Recovering short generators of principal ideals in cyclotomic rings. Eurocrypt
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Algorithm for ideal-SVP

Input: a basis of o(aOk) ( \
Output: a short v € o(aOk) o(a0k)

Algorithm:
1. recover some generator & € {a-u|u € OK}
minimizes N
2. find ' € Of sit. [|o(a - )| is minimal
A

minimizes || - || among elements with minimal A/ a(a'v’)

. )

[CDPR16] Cramer, Ducas, Peikert, Regev. Recovering short generators of principal ideals in cyclotomic rings. Eurocrypt
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Algorithm for ideal-SVP

Input: a basis of o(aOk) ( |
Output: a short v € o(aOk) o(a0k)

Algorithm:
1. recover some generator & € {a-u|u € OK}
minimizes N
2. find ' € Of sit. [|o(a - )| is minimal

minimizes || - || among elements with minimal A/
., O,(a/)

Complexity: .
1. quantum polynomial time

. )

[CDPR16] Cramer, Ducas, Peikert, Regev. Recovering short generators of principal ideals in cyclotomic rings. Eurocrypt
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Algorithm for ideal-SVP

Input: a basis of 0(aOk) ( \
Output: a short v € o(aOk) o(a0k)
Algorithm: 1
1. recover some generator & € {a-u|u € OK}
minimizes \/
2. find ' € Of sit. [|o(a - )| is minimal ?
minimizes || - || among elements with minimal A/ a(a'v’)
- o(a')
Complexity: ) . =
1. quantum polynomial time -
2. polynomial time for cyclotomic fields L ¢

[CDPR16] Cramer, Ducas, Peikert, Regev. Recovering short generators of principal ideals in cyclotomic rings. Eurocrypt
03/04/2025 36/46
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Ideal lattices

[CDPR16] computes short vectors

» in quantum polynomial time

» with approximation ~ ~ 2"

» in cyclotomic fields

[CDPR16] Cramer, Ducas, Peikert, Regev. Recovering short generators of principal ideals in cyclotomic rings. Eurocrypt
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Ideal lattices “Normal” lattices
[CDPR16] computes short vectors [LLL82] computes short vectors
» in quantum polynomial time » in (classical) polynomial time
» with approximation ~ ~ 2" » with approximation - ~ 2"
» in cyclotomic fields (No significantly better quantum algorithm)

[CDPR16] Cramer, Ducas, Peikert, Regev. Recovering short generators of principal ideals in cyclotomic rings. Eurocrypt

[LLL82] Lenstra, Lenstra, Lovasz. Factoring polynomials with rational coefficients. Mathematische Annalen
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Ideal lattices “Normal” lattices
or module-lattices of rank > 2
[CDPR16] computes short vectors [LLL82] computes short vectors
» in quantum polynomial time » in (classical) polynomial time
» with approximation ~ ~ 2" » with approximation - ~ 2"
» in cyclotomic fields (No significantly better quantum algorithm)

[ For modules of rank > 2, no better algorithms than for “normal” lattices (so far) ]

[CDPR16] Cramer, Ducas, Peikert, Regev. Recovering short generators of principal ideals in cyclotomic rings. Eurocrypt

[LLL82] Lenstra, Lenstra, Lovasz. Factoring polynomials with rational coefficients. Mathematische Annalen
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The lattice isomorphism problem
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The lattice isomorphism problem

Alice Pellet-Mary

rotate
—

(choose O
orthogonal matrix)

Lattice-based cryptography

° R L2
° o . . ° .
° . . . °
° . . °
° o . . °
°
i ’K\.//;' . * °
a [ ]
L=0-72"
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The lattice isomorphism problem

e o o o o o o
e o o o o o o
rotate
=
e o o o o o o
(choose O
e o o o o o orthogonal matrix)
I—) o e o o o
- °
] L=0-7"
Lo=1 B long basis of £
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The lattice isomorphism problem

e o o o o o o
e o o o o o o
rotate
=
e o o o o o o
(choose O
e o o o o o orthogonal matrix)
I—) o e o o o
- °
] L=0-7"
Lo=1 B long basis of £

Lattice Isomorphism Problem (LIP)
Given B, recover O
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Equivalent formulation with Gram matrices

[attice isomorphism problem: Given B = O - C with
» O € Op(R) orthogonal
» C a basis of Z"

Find O (equivalently: find C)
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Equivalent formulation with Gram matrices

[attice isomorphism problem: Given B = O - C with
» O € Op(R) orthogonal
» C a basis of Z"

Find O (equivalently: find C)

Gram matrix associated to B:
G=B'B= CT(OTO)C =C'cC

= O has disappeared
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Equivalent formulation with Gram matrices

[attice isomorphism problem: Given B = O - C with
» O € Op(R) orthogonal
» C a basis of Z"

Find O (equivalently: find C)

Gram matrix associated to B:
G=B'B= CT(OTO)C =C'cC

= O has disappeared

Lattice isomorphism problem (Gram matrix formulation):
Given G = CT C with C a (secret) basis of Z", find C.
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Equivalent formulation with Gram matrices

Example:

Lattice isomorphism problem: Given B = O - C with
» O € 0,(R) orthogonal -
» C a basis of Z"

Find O (equivalently: find C)

Gram matrix associated to B:
G=B"B=CT(0"0)C=C'C c_ (17 21
. “\21 26
= O has disappeared _CTC—BTB
Lattice isomorphism problem (Gram matrix formulation): Given G, recover C € Z**?
Given G = CT C with C a (secret) basis of Z", find C. with det(C) = &1 such
that C'C=G
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The module lattice isomorphism problem

Reminder: K = Q[X]/P(X), Ok = Z[X]/P(X)
From now on:

» K is totally real (the complex roots of P are all in ?)

» modules have rank 2
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The module lattice isomorphism problem

Reminder: K = Q[X]/P(X), Ok = Z[X]/P(X)
From now on:

» K is totally real (the complex roots of P are all in ?)

» modules have rank 2

Lattice isomorphism problem: Module lattice isomorphism problem:
Given G = CT C with C a basis of Z", Given G = CTC with C a
find C basis of Ox?, find C
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Algorithm for module-LIP

Notations: K = Q[X]/P(X), Ok = Z[X]/P(X)

Restrictions: K is totally real + module of rank 2
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Algorithm for module-LIP

Notations: K = Q[X]/P(X), Ok = Z[X]/P(X)

Restrictions: K is totally real + module of rank 2

Objective: Given G := CTC, recover C (where € — <Z ;) € 0x?**?)
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Algorithm for module-LIP

Notations: K = Q[X]/P(X), Ok = Z[X]/P(X)
Restrictions: K is totally real + module of rank 2

Objective: Given G := CTC, recover C (where € — <Z ;) € 0x?**?)

Key observation:

2. 42
7,~_ (a +b> ac+bd
¢ C_(ac—i—bd c® + d?
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Algorithm for module-LIP

Notations: K = Q[X]/P(X), Ok = Z[X]/P(X)
Restrictions: K is totally real + module of rank 2

Objective: Given G := CTC, recover C (where € — <Z ;) € 0x?**?)

Key observation:

2 | 2
T~ a +b 3C+bd
¢ C_(ac—i-bd c®+d?
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Algorithm for module-LIP

Notations: K = Q[X]/P(X), Ok = Z[X]/P(X)
Restrictions: K is totally real + module of rank 2

Objective: Given G := CTC, recover C (where € — <Z ;) € 0x?**?)

Key observation:
2 2
7,~_ (a +b> ac+bd
cc= (ac—i—bd 2 +d?

New objective: given o (= 2” + b”), find all solutions (x,y) € Ok? of the equation

24y =a

Alice Pellet-Mary Lattice-based cryptography 03/04/2025 42/46




Solving sum of two square equations

For simplicity, take Ok = Z (similar strategy for general O)

Objective: for a € Z, find all (x,y) € Z? st. x> +y?> =«
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Solving sum of two square equations

For simplicity, take Ok = Z (similar strategy for general O) 72

Objective: for a € Z, find all (x,y) € Z? st. x> +y?> =«
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Solving sum of two square equations

For simplicity, take Ok = Z (similar strategy for general O) 72

Objective: for a € Z, find all (x,y) € Z? st. x> +y>=a == ---" }

------

......

......

......

Alice Pellet-Mary Lattice-based cryptography 03/04/2025 43/46




Solving sum of two square equations

For simplicity, take Ok = Z (similar strategy for general O) 72

Objective: for a € Z, find all (x,y) € Z? st. x> +y?> =«
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Solving sum of two square equations

For simplicity, take Ok = Z (similar strategy for general O) Z[i] o = 29

Objective: for a € Z, find all (x,y) € Z? st. x> +y?> =«

......

------

......

......

Reformulate: B
» take Z[[] C C +
> forz:x—l—iyeZ[i],Zz:xz—l—y2 '
» solve 7z = «, for z € Z]i] S S
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Solving sum of two square equations

For simplicity, take Ok = Z (similar strategy for general O)
Objective: for a € Z, find all (x,y) € Z% st. x> +y?> =a
Reformulate:

» take Z[i] C C

» forz=x+iy € Z[i], 2z = x® + y2

» solve zz = a, for z € Z][i]

Conclude: solve a norm equation zz = «
(polynomial time algorithms exist [GS02,LS19])

[GS02] Gentry, Szydlo. Cryptanalysis of the revised NTRU signature scheme. Eurocrypt

[LS19] Lenstra, Silverberg. Testing isomorphism of lattices over CM-orders. Journal on Computing
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Notations: K = Q[X]/P(X), Ok = Z[X]/P(X), k module rank

Restrictions: K is totally real + module of rank 2

Polynomial time algorithm for module-LIP [MPPW24]

[MPPW24] Mureau, Pellet-Mary, Pliatsok, Wallet. Cryptanalysis of rank-2 module-LIP in Totally Real Number Fields. Eurocrypt.

[APW25] Allombert, Pellet-Mary, van Woerden. Cryptanalysis of rank-2 module-LIP: a single real embedding is all it takes. ePrint (soon)
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Notations: K = Q[X]/P(X), Ok = Z[X]/P(X), k module rank

Restrictions: K is totally real + module of rank 2

[ Polynomial time algorithm for module-LIP [MPPW24] ]

Extension to other fields

» the algorithm can be adapted when P has > 1 real root [APW25]

[MPPW24] Mureau, Pellet-Mary, Pliatsok, Wallet. Cryptanalysis of rank-2 module-LIP in Totally Real Number Fields. Eurocrypt.

[APW25] Allombert, Pellet-Mary, van Woerden. Cryptanalysis of rank-2 module-LIP: a single real embedding is all it takes. ePrint (soon)
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Notations: K = Q[X]/P(X), Ok = Z[X]/P(X), k module rank

Restrictions: K is totally real + module of rank 2

[ Polynomial time algorithm for module-LIP [MPPW24] ]

Extension to other fields
» the algorithm can be adapted when P has > 1 real root [APW25]

» the algorithm does not work for cyclotomic fields (so far) [CME+25]

[CME+25] Chevignard, Mureau, Espitau, Pellet-Mary, Pliatsok, Wallet. A reduction from Hawk to the principal ideal problem in a

quaternion algebra. Eurocrypt.
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Solve hard math
problems

| o U

Rely on human's
naivety

Alice Pellet-Mary Lattice-based cryptography 03/04/2025 45/46



What's the impact of this?

[You are using (or will very soon use) cryptography based on lattices ]

Example: https, whatsapp, iOS image recognition, ...
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What's the impact of this?

[You are using (or will very soon use) cryptography based on lattices ]

Example: https, whatsapp, iOS image recognition, ...

Understanding hardness of the short vector problem in modules is very important. ..
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What's the impact of this?

[You are using (or will very soon use) cryptography based on lattices ]

Example: https, whatsapp, iOS image recognition, ...

Understanding hardness of the short vector problem in modules is very important. ..

... but if you want to recover someone's credit card number, would you rather
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What's the impact of this?

[You are using (or will very soon use) cryptography based on lattices ]

Example: https, whatsapp, iOS image recognition, ...

Understanding hardness of the short vector problem in modules is very important. ..
... but if you want to recover someone's credit card number, would you rather

» solve the short vector problem?
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What's the impact of this?

[You are using (or will very soon use) cryptography based on lattices ]

Example: https, whatsapp, iOS image recognition, ...

Understanding hardness of the short vector problem in modules is very important. ..
... but if you want to recover someone's credit card number, would you rather
» solve the short vector problem?

» target bugged implementations of the protocol?
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What's the impact of this?

[You are using (or will very soon use) cryptography based on lattices ]

Example: https, whatsapp, iOS image recognition, ...

Understanding hardness of the short vector problem in modules is very important. ..
... but if you want to recover someone's credit card number, would you rather

» solve the short vector problem?

» target bugged implementations of the protocol?

» send phishing emails?
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What's the impact of this?

[You are using (or will very soon use) cryptography based on lattices ]

Example: https, whatsapp, iOS image recognition, ...

Understanding hardness of the short vector problem in modules is very important. ..
... but if you want to recover someone's credit card number, would you rather

» solve the short vector problem? &

» target bugged implementations of the protocol? ©

» send phishing emails? ©
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What's the impact of this?

[You are using (or will very soon use) cryptography based on lattices ]

Example: https, whatsapp, iOS image recognition, ...

Understanding hardness of the short vector problem in modules is very important. ..
... but if you want to recover someone's credit card number, would you rather

» solve the short vector problem? &

» target bugged implementations of the protocol? ©

» send phishing emails? ©

Thank you
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