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Context: NTRU

NTRU
(N-th degree truncated polynomial ring units)

▶ algorithmic problem based on lattices

▶ supposedly hard even with a quantum computer

▶ e�cient

▶ used in post-quantum crypto: e.g., Falcon, NTRU and NTRUPrime

▶ old (for lattice-based crypto): introduced in 1996

[HPS98] Ho�stein, Pipher, and Silverman. NTRU: a ring based public key cryptosystem. ANTS.
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Context: Ring / Module LWE

Ring LWE and Module LWE
(Ring / Module Learning With Errors)

▶ algorithmic problem based on lattices

▶ supposedly hard even with a quantum computer

▶ e�cient

▶ used in post-quantum crypto: e.g., Dilithium, Saber and Kyber

▶ more recent: introduced in 2009

[SSTX09] Stehlé, Steinfeld, Tanaka, and Xagawa. E�cient public key encryption based on ideal lattices. Asiacrypt.

[LPR10] Lyubashevsky, Peikert, and Regev. On ideal lattices and learning with errors over rings. Eurocrypt.

[LS15] Langlois and Stehlé. Worst-case to average-case reductions for module lattices. Design Codes Cryptography.
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NTRU vs Ring LWE

▶ both are e�cient

▶ both are versatile (but Ring LWE a bit more)

▶ NTRU is older

▶ Ring LWE has stronger theoretical security guarantees (reductions)

decision
Ring LWE

search
Ring LWE

worst-case
problem on

module lattices

decision
NTRU

search
NTRU

⋆
crypto

⋆
crypto

[Pei16]

(trivial)

[Pei16] Peikert. A decade of lattice cryptography. Foundations and Trends in TCS.
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NTRU
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Some de�nitions

If you like number �elds

▶ R = Z[X ]/(X n + 1) (n = 2k)

▶ K = Q[X ]/(X n + 1)

▶ q ∈ Z, q ≥ 2
(q ∈ R, polynomial of degree 0)

▶ Rq = (Z/qZ)[X ]/(X n + 1)

▶ ∥a∥ =
√∑

i a
2

i (a =
∑n−1

i=0 aiX
i ∈ R)

(K can be any other number �eld)

If you don't

▶ R = Z

▶ K = Q

▶ q ∈ Z, q ≥ 2

▶ Rq = Z/qZ

▶ ∥a∥ = |a| (a ∈ R)
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Many NTRU variants

▶ search vs decision

▶ worst-case vs average case

▶ short vector vs dense sub-lattice

In this talk: only worst-case variants (3 variants in total)
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NTRU instances

NTRU instance

A γ-NTRU instance is h ∈ Rq s.t.

▶ h = f /g mod q (or gh = f mod q)

▶ ∥f ∥, ∥g∥ ≤
√
q
γ

The pair (f , g) is a trapdoor for h.

Claim: if (f , g) and (f ′, g ′) are two trapdoors for the same h,

f ′

g ′ =
f

g
=: hK ∈ K (division performed in K)

Proof: f
g
= f ′

g′ mod q ⇒ fg ′ = f ′g mod q ⇒ fg ′ = f ′g ⇒ f
g
= f ′

g′
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Decisional NTRU problem

(worst-case) decision NTRU

The γ-decisional NTRU problem asks, given h ∈ Rq, to decide whether

▶ h is a γ-NTRU instance (i.e., h = f /g mod q with ∥f ∥, ∥g∥ ≤ √q/γ)

▶ or not
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Search NTRU problems

NTRUvec

The γ-search NTRU vector problem (γ-NTRUvec) asks, given a γ-NTRU
instance h, to recover (f , g) ∈ R2 s.t.

▶ h = f /g mod q

▶ ∥f ∥, ∥g∥ ≤ √
q/γ

NTRUmod

The γ-search NTRU module problem (γ-NTRUmod) asks, given a
γ-NTRU instance h, to recover hK .
(Recall hK = f /g ∈ K for any trapdoor (f , g))

⇔ recover (αf , αg) for any α ∈ K
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How do they compare?

decision
NTRU

NTRUmod

NTRUvec

[PS21]
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How do they compare?
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NTRUmod
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[PS21] Pellet-Mary and Stehlé. On the hardness of the NTRU problem. Asiacrypt.
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Proof: from NTRUmod to decision NTRU

decision
NTRU

NTRUmod

NTRUvec
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Reducing NTRUmod to decision NTRU (1/2)

Objective: given h = f /g mod q, recover hK = f /g ∈ K (division in K)

Can use an oracle for decision NTRU:
given h′ ∈ Rq, the oracle outputs

▶ yes if h′ = f ′/g ′ mod q, with ∥f ′∥, ∥g ′∥ ≤ B (=
√
q/γ)

▶ no otherwise

Idea:
▶ take x , y ∈ R
▶ create h′ = x · h + y = xf+yg

g mod q

▶ query the oracle on h′

▶ learn whether ∥xf + yg∥ ≤ B or not

⇒ we can choose x and y
⇒ we can modify the coordinates one by one

(uses canonical embedding here)
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Reducing NTRUmod to decision NTRU (2/2)

Simpli�ed problem

f , g ∈ R secret, B ′ ≥ 0 unknown.
Given any x , y ∈ R, we can learn whether |xf + yg | ≥ B ′ or not.
Objective: recover f /g

Algorithm:

▶ Find x0, y0 such that x0f + y0g = B ′

(Fix x0 ≪ B ′/|f | and increase y0 until the oracle says no)

▶ Find x1, y1 such that x1 ̸= x0 and x1f + y1g = B ′

▶ Solve for f /g

Alice Pellet-Mary NTRU 09/12/22 14 / 38



Reducing NTRUmod to decision NTRU (2/2)

Simpli�ed problem

f , g ∈ R secret, B ′ ≥ 0 unknown.
Given any x , y ∈ R, we can learn whether |xf + yg | ≥ B ′ or not.
Objective: recover f /g

Algorithm:

▶ Find x0, y0 such that x0f + y0g = B ′

(Fix x0 ≪ B ′/|f | and increase y0 until the oracle says no)

▶ Find x1, y1 such that x1 ̸= x0 and x1f + y1g = B ′

▶ Solve for f /g

Alice Pellet-Mary NTRU 09/12/22 14 / 38



Reducing NTRUmod to decision NTRU (2/2)

Simpli�ed problem

f , g ∈ R secret, B ′ ≥ 0 unknown.
Given any x , y ∈ R, we can learn whether |xf + yg | ≥ B ′ or not.
Objective: recover f /g

Algorithm:

▶ Find x0, y0 such that x0f + y0g = B ′

(Fix x0 ≪ B ′/|f | and increase y0 until the oracle says no)

▶ Find x1, y1 such that x1 ̸= x0 and x1f + y1g = B ′

▶ Solve for f /g

Alice Pellet-Mary NTRU 09/12/22 14 / 38



Reducing NTRUmod to decision NTRU (2/2)

Simpli�ed problem

f , g ∈ R secret, B ′ ≥ 0 unknown.
Given any x , y ∈ R, we can learn whether |xf + yg | ≥ B ′ or not.
Objective: recover f /g

Algorithm:

▶ Find x0, y0 such that x0f + y0g = B ′

(Fix x0 ≪ B ′/|f | and increase y0 until the oracle says no)

▶ Find x1, y1 such that x1 ̸= x0 and x1f + y1g = B ′

▶ Solve for f /g

Alice Pellet-Mary NTRU 09/12/22 14 / 38



What about average case?

In the average case: the decision NTRU oracle is not perfect

▶ yes if h← D for some distribution D over NTRU instances

▶ no if h← U(Rq) (uniform in Rq)

In this case:

We use the �oracle hidden center� framework [PRS17]

▶ we continuously transform D into U(Rq)

▶ need to prove that the continuous transformation behaves nicely
(lipschitz,...)

▶ then call [PRS17]
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Where are we?

decision
NTRU

NTRUmod

NTRUvec

[PS21]

[PS21] Pellet-Mary and Stehlé. On the hardness of the NTRU problem. Asiacrypt.
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NTRU vs ideal lattice problems
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SVP in ideal lattices

Recall: R = Z[X ]/(X n + 1) (or R = Z)

For this talk: pretend all ideals are principal and computing generators is easy

(Principal) Ideals: I = ⟨z⟩ = {zr | r ∈ R}
(e.g., ⟨2⟩ = {2x | x ∈ Z})

ideal-SVP: Given ⟨z⟩, �nd a ∈ ⟨z⟩ such that ∥a∥ is small
(recall: ∥a∥ =

√∑
i |ai |2 if a =

∑
i aiX

i )

Remark: x |y ̸⇒ ∥x∥ ≤ ∥y∥
smallness for divisibility is di�erent from smallness for Euclidean norm
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From NTRUvec to NTRUmod

decision
NTRU

NTRUmod

NTRUvec

ideal-SVP

+
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From NTRUvec to NTRUmod: proof

Objective: given hk ∈ K with the promise that ∃(f , g) ∈ R2 with
hK = f /g and ∥f ∥, ∥g∥ ≤ B , recover one such pair (f , g).

Algorithm:

Recover large (f ′, g ′) ∈ R2 with hK = f ′/g ′

Compute δ = gcd(f ′, g ′) and f ′′ = f ′/δ, g ′′ = g ′/δ
(f ′′ and g ′′ are small for divisibility, but not for Euclidean norm)

De�ne z = |f ′′|+ |g ′′| and solve SVP in ⟨z⟩
⇒ �nd r ∈ R s.t. ∥r · z∥ small

Output (r · f ′′, r · g ′′)
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NTRU vs ideal-SVP

decision
NTRU

NTRUmod

NTRUvec

ideal-SVP

+

[PS21]

NTRUvec ≈ NTRUmod + ideal-SVP

NTRUmod and ideal-SVP seem incomparable
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NTRU vs module lattice problems
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Module lattices

(free) Module: M = {
∑k

i=1
xi · bi | xi ∈ R},

where b1, · · · , bk ∈ K k are linearly independent

Properties:

k is the rank of M

rank-1 module = ideal

σ(M) is a lattice of rank kn, where

σ : K = Q[X ]/(X n + 1) → Qn

n−1∑
i=0

aiX
i 7→ (a0, · · · , an−1)

σ(M) is a module lattice
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Modules with exceptionally short vectors

unique-SVP (uSVP): input is a rank-N lattice L with

λ1(L) ≪ det(L)1/N

Special case of module: if L = σ(M) is a module-lattice (N = nk)

▶ 1 short vector in L ⇒ n short vectors in L
If s ∈ M is small, then bi = X i · s ∈ M satis�es

▶ ∥bi∥ = ∥s∥
▶ b0, . . . , bn−1 are Z-linearly independent

▶ 1 exceptionally short vector in L
⇒ an exceptionally dense rank-n sublattice (rank-1 submodule)
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mod-uSVP instances (in rank 2)

From now on: all modules have rank 2

mod-uSVP instance

A module unique SVP instance (γ-mod-uSVP) is B ∈ K 2×2, basis of a
rank-2 module M, s.t.

∥λ1(M)∥ ≤ 1/γ · det(M)1/(2n).

(when K = Q)

• • • • •
• • • • •
• • • • •
• • • • •
• • • • •
• • • • •

•
0

λ1

λ2

uSVP
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NTRU is a mod-uSVP

NTRU lattice: For h ∈ R , de�ne

Bh =

(
1 0
h q

)
(in columns)

h is an NTRU instance ⇔ Bh is a mod-uSVP instance

Proof of ⇒: assume h = f /g mod q with ∥f ∥, ∥g∥ ≤ √q/γ
De�ne Mh rank-2 module spanned by Bh

▶ (g , f )T ∈ Mh ⇒ λ1(Mh) ≤
√
2q/γ

▶ det(Mh) = qn ⇒ det(Mh)
1/(2n) =

√
q

⇒ Bh is a (γ/
√
2)-mod-uSVP instance

Proof of ⇐: similar, but requires a slightly more general de�nition of NTRU

(gh = f mod q instead of h = f /g mod q)
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mod-uSVP problems

mod-uSVPvec

The γ-mod-uSVP vector problem (γ-mod-uSVPvec) asks, given a
γ-mod-uSVP instance B spanning a module M, to recover s ∈ M s.t.

∥s∥ ≤ 1/γ · det(M)1/(2n).

mod-uSVPmod

The γ-mod-uSVP module problem (γ-mod-uSVPmod) asks, given a
γ-mod-uSVP instance B spanning a module M, to recover v ∈ M s.t.

det(R · v)1/n ≤ 1/γ · det(M)1/(2n).

(R · v is a dense rank-1 submodule of M)
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NTRU is a mod-uSVP (2)

NTRUvec = mod-uSVPvec restricted to NTRU instances

NTRUmod = mod-uSVPmod restricted to NTRU instances
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NTRU vs mod-uSVP

decision
NTRU

NTRUmod

NTRUvec

ideal-SVP

mod-uSVPmod

mod-uSVPvec

+

[FPS22]
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[FPS22] Felderho�, Pellet-Mary, and Stehlé. On Module Unique-SVP and NTRU. Asiacrypt.
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Proof: from mod-uSVPvec to NTRUvec

decision
NTRU

NTRUmod

NTRUvec

ideal-SVPmod-uSVPmod

mod-uSVPvec

+
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Reminder and objective

mod-uSVPvec

�nd a short vector in rank 2
module generated by

B =

(
b11 b12
b21 b22

)
with bij ∈ R .

NTRUvec

�nd a short vector in rank 2
module generated by

Bh =

(
1 0
h q

)
with h ∈ R (and q ∈ Z).

In both cases, promise that there exists an exceptionally short vector

Strategy: transform input B into some Bh with ≈ the same geometry

Limitation: we will use an ideal-SVP oracle
(ok because we have a reduction ideal-SVP → NTRUvec)
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Step 1: HNF

Input: M0

(
b11 b12
b21 b22

)
Compute the (module) HNF

↓ ↓

M1 = M0

(
1 0
b′
21

b′
22

)
(with good probability gcd(b11, b12) = 1)

Module unchanged ⇒ geometry unchanged
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Step 2: ideal-SVP

M1

(
1 0
b′
21

b′
22

)

compute s = r · b′
22

with r ∈ R

s.t. s = q + ε (ε ∈ R and ∥ε∥ < q/n)
↓ ↓

M2 ⊆ M1

(
1 0
b′
21

s

)
(s ∈ ⟨b′

22⟩ ⇒ M2 ⊆ M1)

▶ requires q ≥ det(M1)
1/(2n)·poly(n)

▶ uses an ideal-SVP solver

λ1(M2) ≤ λ1(M1) · poly(n) and det(M2)
1/(2n) ≥ det(M1)

1/(2n)

(provided q ≈ det(M1)
1/(2n))
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Step 3: distortion

M2

(
1 0
b′
21

s

)
s = q + ε (∥ε∥ ≤ q/n)

distort (second coordinate ×q/s ≈ 1+ 1
n
)

↓ ↓

M3 ≈ M2

(
1 0

b′
21

· q/s q

)

round

↓ ↓

M4 ≈ M3

(
1 0

⌊b′
21

· q/s⌉ q

)
h = ⌊b′

21
· q/s⌉ ∈ R

M4 ≈ M2 is still a mod-uSVP instance
+

B4 has NTRU shape
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Conclusion
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Summary

decision
NTRU

NTRUmod

NTRUvec

ideal-SVPmod-uSVPmod

mod-uSVPvec

+

requires

ideal-SVP oracle
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What about average case?

decision
NTRU

NTRUmod

NTRUvec

mod-uSVPmod

mod-uSVPvec

decision
NTRU

NTRUmod

NTRUvec

mod-uSVPmod

mod-uSVPvec

requires

ideal-SVP oracle

" distributions are

induced by the reductions

" arrows may not
compose

Worst-case

Average-case

mod-uSVPmod

mod-uSVPvec

Worst-case

[FPS22]
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Open problems

NTRU ≈ worst case uSVP in rank 2 modules

Limitations:

Modulus q needs to be exponential for some reductions

We do not always know how to sample from the average-case
distribution

Open problems:

How hard is worst-case uSVP in modules of rank 2?
(e.g., compared to SVP / gap-SVP / SIVP in modules of rank 2, or to ideal-SVP?)

Worst-case to average-case reduction directly for NTRU?

Thank you
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