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Alice Bob
<p—k sk, pk
¢ = Enc(m, pk)
(message m € {0,1}) — m’ = Dec(c, sk)
Correctness:

Vm e {0,1}, Dec (Enc(m,pk),sk) —m

Security: For all polynomial time algorithm A,

N1 s
m<—uFZ~|{ro,1}) (A(pk, Enc(m, pk)) = m) =5 +2



We don’t know how to (classically) construct public key encryption
with provable security guarantees.




We don’t know how to (classically) construct public key encryption
with provable security guarantees.

Solution: security relies on the presumed hardness of some algorithmic problem
(we say a problem is hard if there is no polynomial time algorithm solving it)

= these are the “axioms” of public key cryptography




Cryptographic primitives
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Supposedly hard algorithmic problems




» factoring (historically very used thanks to RSA)

[RSA78] Rivest, Shamir, Adleman. A Method for Obtaining Digital Signatures and Public-Key Cryptosystems.
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[ Shor's algorithm: factoring and discrete logarithm can be solved in polynomial time ]

[Shor94] Shor. Algorithms for quantum computation: discrete logarithms and factoring. FOCS.



» faetoring (historically very used thanks to RSA)
» diseretedogarithm (currently the most used)

» error correcting codes

> lattices post-quantum problems
» isogenies ((supposedly) resist quantum
» multivariate systems attacks)

>

And with a quantum computer?

[ Shor's algorithm: factoring and discrete logarithm can be solved in polynomial time ]

[Shor94] Shor. Algorithms for quantum computation: discrete logarithms and factoring. FOCS.
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Should we be afraid of quantum computers?

Shor's algorithm requires a quite big quantum computer
(current factoring record is 35)

NIST (and many other countries) decided that the threat should not be ignored
even if the risk is very low, do we want to take it?
changing all our cryptographic protocols will take time

= recommend a progressive transition to post-quantum cryptography

Post-quantum cryptography is going to be used
in a near future (and is already partially used)

NIST: the National Institute of Standards and Technology (USA)
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» L={Y"11xbi| Vi, xi€Z}is alattice
» (b1,...,by) =: B € GL,(R) is a basis (not unique)

» nis the dimension



Shortest basis problem

max i =

min
B’ basis of £

(‘max 1))




Approximate short basis problem
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[ How to choose e € Fy to make this problem hard? ]

Target: s J€Fg

Slide from Maxime Bombar
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Input:

A

Target: s J€ g

Error-correcting codes

€ Fkxn
A |

“small" coefficients: lattice-based cryptography
few non-zero coefficients: (Hamming)
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Input:

Target:

The Decoding Problem (Hamming)

A

Studied for over 60 years (Prange, 1962);

Hardness depends on the Hamming weight of e;

Very hard in some regimes.
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An Elliptic Curve E over F is
defined by an equation

E:y?>=x3+ax+b,

where 4a% 4+ 27b% #£ 0.
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An Elliptic Curve E over F is
defined by an equation

E:y?’=x3+ax+b,
where 4a% 4+ 27b% #£ 0.

Points of E form an additive
group.

/\ discrete logarithm on an elliptic curve is not post-quantum

Slide by Sabrina Kunzweiler
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An isogeny ¢ : E — E’ is a (special) map
o between elliptic curves.
—_
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An isogeny ¢ : E — E’ is a (special) map
o between elliptic curves.

An (-isogeny is an isogeny ¢ : E — E’
with kernel K ~ Z/lZ.

2-isogeny

Slide by Sabrina Kunzweiler
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Isogeny graphs

» Vertices: elliptic curves E
» Edges: (-isogenies between two elliptic curves E and E’

Two typical graphs

: ,’i""’i“i‘te
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supersingular curves over [ supersingular curves over F,
te{2,3}, p=431 t e {3,5,7}, p=419.

Slide by Sabrina Kunzweiler
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Isogeny path problem
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Isogeny path problem

Isogeny path problem

vj’ﬁ;“'i Input: two vertices E; and E;

AR SIS AR Output: a path between E; and E,

No polynomial time algorithm known

(even quantum)

Why it is hard » the graph is huge (impossible to compute it all)

» on a vertex, you only see its neighbors

Picture from Sabrina Kunzweiler
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Main idea: solve a multivariate polynomial system over I

X12 + 2x1x3 — X2 + xax3 = 0 mod 5
3x1x4 — 2x2x3 +x3 = 0 mod 5

X1+ x5 — xax4 + 2x3 =0 mod 5
—X1X2 + XaX3 — Xoxa4 + x4 = 0 mod 5
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Main idea: solve a multivariate polynomial system over I

X12 + 2x1x3 — X2 + xax3 = 0 mod 5
3x1x4 — 2x2x3 +x3 = 0 mod 5

X1+ X5 — xaxa4 + 2x3 =0 mod 5
—X1X2 + XaX3 — Xoxa4 + x4 = 0 mod 5

» if only one variable or linear equations ~~ polynomial time algorithm

» generic algorithm called Grobner basis ~ time > exp(number of variables)




Multivariate systems

solve a multivariate polynomial system over [,

if only one variable or linear equations ~» polynomial time algorithm
generic algorithm called Grébner basis ~~ time > exp(number of variables)

many different variants with equations
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NIST competition: standardization of post-quantum key exchange and signatures

https://csrc.nist.gov/projects/post-quantum- cryptography
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» 1 key exchange: Kyber (lattices)
» 3 signatures: Dilithium (lattices), Falcon (lattices), SPHINCS+ (hash)
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https://csrc.nist.gov/projects/post-quantum-cryptography

NIST competition: standardization of post-quantum key exchange and signatures

2016  call for proposals
2017 = 70 submissions

2022 NIST announces the first 4 selected algorithms
» 1 key exchange: Kyber (lattices)
» 3 signatures: Dilithium (lattices), Falcon (lattices), SPHINCS+ (hash)

2025  5th (and final) algorithm selected
> 1 key exchange: HQC (codes)

https://csrc.nist.gov/projects/post-quantum- cryptography
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Additional NIST competition (post-quantum signatures without Euclidean lattices)

2022 call for proposals
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2024 14 submissions selected for the 2nd round
» 1 lattice » 1 isogeny » 1 symmetric (AES)

» 4 codes » 7 multivariate




Additional NIST competition (post-quantum signatures without Euclidean lattices)

2022 call for proposals
2023 = 40 submissions

2024 14 submissions selected for the 2nd round
» 1 lattice » 1 isogeny » 1 symmetric (AES)
» 4 codes » 7 multivariate

likely at least one more round before new selections (7)
» there were 3/4 rounds in the previous competition



Transition to post-quantum

Chrome tests post-quantum encryption for the 1st time

First post-quantum algorithms standardized by NIST

Chrome uses post-quantum encryption for 10% of connections
Chrome uses post-quantum encryption by default

Firefox uses post-quantum encryption by default

50% of (human) internet traffic is post-quantum
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Transition to post-quantum

Chrome tests post-quantum encryption for the 1st time

First post-quantum algorithms standardized by NIST

Chrome uses post-quantum encryption for 10% of connections
Chrome uses post-quantum encryption by default

Firefox uses post-quantum encryption by default

50% of (human) internet traffic is post-quantum

NIST recommends using only post-quantum by 2035

use of protocols: classical + post-quantum
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Using post-quantum cryptography comes with a cost
(in terms of time and/or size of messages sent and/or implementation complexity)




Post-quantum cryptography performance

Using post-quantum cryptography comes with a cost

(in terms of time and/or size of messages sent and/or implementation complexity)

For example, for the signatures standardized by NIST:

classical signatures  post-quantum signatures (NIST 2022)

RSA  EdDSA | Falcon Dilithium SPHINCS+
Public key size (bytes) | 256 32 897 1312 32
Signature size (bytes) | 256 64 666 2420 17088
Signing time (is) 665 51 241 208 35584
Verification time (ps) | 19 142 52 74 2091

RSA: based on factoring Comparison for &~ 128-bit security
EdDSA: based on discrete logarithm Timings for a 1.6 GHz processor
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Post-quantum cryptography vs Quantum key distribution

infrastructure software update, existing
hardware

threat model quantum attackers

primitives key exchange, signatures,

advanced primitives, ...

new specialized hardware

any eavesdropper

key exchange
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Reminder: lattices

L={>"1xbj|Vi,xi€Z}is a
(blv c -abn) =B S GLH(R) is a

n is the of the lattice
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Input: Output:
° ° ° ° < ° ° ° ° q
° o o ° ° ° o o ° °
[ ] |
. . . ° — e . o5 . .
° ° < ° ° q
° ° ° ° ° °
° ° ° °

Decoding problem

Is = x| = min v — x|



The decoding problem is
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The decoding problem is
» easy if we know a short basis

~ polynomial time algorithm

» hard if we only have a long basis

~» no known polynomial time algorithm

Hardness increases with the dimension n

(best known algorithms have a complexity exp(n))

/\ No proof that it is hard: this is an assumption
(based on a lot of attempts to do better that failed)



Decoding with a long basis:

» n=2 - easy, can be done by hand
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Decoding with a long basis:
» n =2 easy, can be done by hand
» upton=60 - afew minutes on a laptop using python
» upton=180 ~ a few days on a big computer with good code [Dsw21]

[DSW21] Ducas, Stevens, van Woerden. Advanced Lattice Sieving on GPUs, with Tensor Cores.



Some concrete numbers

n = 2 ~~ easy, can be done by hand
up to n =60 ~~ a few minutes on a laptop using python
up to n =180 -~ a few days on a big computer with good code

between n =500 an n = 1000 - cryptography
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Three algorithms: » KeyGen() ~» (pk, sk)
» Sign(m,sk) ~ s » Verify(m, s, pk) ~ yes/no

Alice Bob
(pk, sk) < KeyGen() 5 store pk
message m
s < Sign(m, sk) BULEN Verify(m, s, pk)?

(message really from Alice?)

Correctness: Verify(m, s, pk) = yes (if s + Sign(m, sk) and (pk, sk) <+ KeyGen)

Security: an attacker not knowing sk cannot forge (m, s) s.t. Verify(m, s, pk) = yes
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L[] L] L] L] L] L] KeyGen-
» sk = Bs (short basis of £)
] ] ] L[] ] q
» pk = B, (long basis of L)
L] [ ] [ ] [ ] [ ] [ ]
L[] (] L] L] L] ]
] q

[GGHO97] Goldreich, Goldwasser, and Halevi. Public-key cryptosystems from lattice reduction problems. CRYPTO



" H(m)®

KeyGen:
» sk = Bs (short basis of £)
» pk = B, (long basis of L)

Sign(m, sk):

» x = H(m) (hash the message)

[GGHO97] Goldreich, Goldwasser, and Halevi. Public-key cryptosystems from lattice reduction problems. CRYPTO



* H(.m)

KeyGen:
» sk = Bs (short basis of £)
» pk = B, (long basis of L)

Sign(m, sk):
» x = H(m) (hash the message)

» output s € L close to H(m)

[GGHO97] Goldreich, Goldwasser, and Halevi. Public-key cryptosystems from lattice reduction problems. CRYPTO



* H(.m)

KeyGen:
» sk = Bs (short basis of £)
» pk = B, (long basis of L)

Sign(m, sk):
» x = H(m) (hash the message)

» output s € L close to H(m)

Verify(m, s, pk):
» check that s € £
» check that H(m) — s is small

[GGHO97] Goldreich, Goldwasser, and Halevi. Public-key cryptosystems from lattice reduction problems. CRYPTO



Parallelepiped attack:

[NRO6] Nguyen and Regev. Learning a parallelepiped: Cryptanalysis of GGH and NTRU signatures. J. Cryptology
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Parallelepiped attack:
» ask for a signature s on m
» plot H(m) —s

» repeat

[NRO6] Nguyen and Regev. Learning a parallelepiped: Cryptanalysis of GGH and NTRU signatures. J. Cryptology




Parallelepiped attack:
» ask for a signature s on m
» plot H(m) —s

» repeat

From the shape of the parallelepiped,
one can recover the short basis

[NRO6] Nguyen and Regev. Learning a parallelepiped: Cryptanalysis of GGH and NTRU signatures. J. Cryptology




Idea: do not decode deterministically
but randomly

[GPVO08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.




Idea: do not decode deterministically

[ ] [ ] [ ] ] ] (]
but randomly
[ B _._ [ ] [ ] [ ] q
. // H(m) 0\\\ . . . Sign(m, sk):
. | e %o e . . » x = H(m) (hash the message)
.\\ oe e . . ‘ » sample s € LN B,(x)
T (small radius r ~~ need short basis)
[ ] [ ] [ ] [ ] [ ] [ ]
[ ] [ ] [ ] ] [ ] ]
[ ] [ ] [ ] [ ] [ ] q
[ ] [ ] [ ] [ ] [ ] [ ]

[GPVO08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.



Idea: do not decode deterministically
but randomly

Sign(m, sk):
» x = H(m) (hash the message)
» sample s € LN B,(x)

(small radius r ~~ need short basis)

[GPVO08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.



Idea: do not decode deterministically

[ ] [ ] [ ] ] ] (]
but randomly
[ ] [ ] [ ] [ ] [ ] q
. . . . . . Sign(m, sk):
. . . . . . > X = H(m) (hash the message)
» sample s € LN B,(x)
L] [ ] ] - - N [ ] q . )
v N (small radius r ~~ need short basis)
° ° o/ ° S °
e H(m)e
° /. o .y e o/ o
! \\\ ///
° . T--e” . q
\“/ II
° \\\ . 'Y . . .

[GPVO08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.
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Idea: do not decode deterministically
but randomly

Sign(m, sk):
» x = H(m) (hash the message)
» sample s € LN B,(x)

(small radius r ~~ need short basis)

[GPVO08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.



Preventing the attack [crvos)

. . N
R R R R R R |dea: do not decode deterministically
but randomly
[ ] [ ] [ ] [ ] [ ] q
. . . . . ° S|gn(m Sk):
. . . . . . > X = H(m) (hash the message)
» sample s € LN B,(x)
[ ] [ ] ] [ ] ] q
(small radius r ~» need short basis)
o o o ° o L]
e g * e * . . Lemma: if an adversary can forge
. . % . . ) signatures, then they can recover a
4 / short basis of L using only pk
R P * * * (in the ROM)

[GPV08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.
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R R R R R R Idea: do not decode deterministically
but randomly
[ ] [ ] [ ] [ ] [ ] q
. . . . . . Sign(m, sk):
° . . . essage)
This is the framework used in Falcon (NIST standard) )
* * (small radius r ~~ need short basis)
[ ] [ ] [ ] [ ] [ ] [ ]
AR 25N
* g ® e ° i i Lemma: if an adversary can forge
O w o . . ) signatures, then they can recover a
Fo o o) short basis of £ using only pk
S . . . (in the ROM)

[GPV08] Gentry, Peikert, and Vaikuntanathan. Trapdoors for hard lattices and new cryptographic constructions. STOC.

BTN vedeion to ponanm aypiogophy T



o Conclusion




Summing up:

» public key cryptography used to rely on factoring and discrete log




Summing up:

» public key cryptography used to rely on factoring and discrete log

» quantum computers (powerful enough) could break those problems
(solve them in poly time)




Summing up:
» public key cryptography used to rely on factoring and discrete log

» quantum computers (powerful enough) could break those problems
(solve them in poly time)

» post-quantum cryptography is made to resist” quantum attackers




Summing up:
» public key cryptography used to rely on factoring and discrete log
» quantum computers (powerful enough) could break those problems
(solve them in poly time)

» post-quantum cryptography is made to resist” quantum attackers

» on-going transition (should be over by 2035)




Summing up:
» public key cryptography used to rely on factoring and discrete log
» quantum computers (powerful enough) could break those problems
(solve them in poly time)

» post-quantum cryptography is made to resist” quantum attackers

» on-going transition (should be over by 2035)

Remarks:

» symmetric cryptography (AES) is (almost) not impacted by quantum attackers

» “estimating the concrete security of post-quantum assumptions is a still active research area




Summing up:
» public key cryptography used to rely on factoring and discrete log
» quantum computers (powerful enough) could break those problems
(solve them in poly time)

» post-quantum cryptography is made to resist” quantum attackers

» on-going transition (should be over by 2035)

Remarks:

» symmetric cryptography (AES) is (almost) not impacted by quantum attackers

» “estimating the concrete security of post-quantum assumptions is a still active research area




	Public key cryptography and quantum threat
	PKE
	Public key picture
	PQ assumptions
	NIST choice

	Post-quantum cryptography
	Lattices
	Codes
	Isogenies
	Multivariate systems
	NIST competition
	Transition to post-quantum
	PQC vs QKD

	Falcon: a post-quantum signature scheme
	Lattices
	Decoding
	Digital signature
	Babai round-off
	GGH signature
	Nguyen-Regev attack
	GPV

	Conclusion

