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Plan of the talkPlan of the talk

Introduction: Lattices and lattice problems

1. Public key encryption from lattices

2. The lattice isomorphism problem

3. The module lattice isomorphism problem

(mostly)

independent
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LatticesLattices
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b1

b2

b′1

b′2

▶ L = {
∑n

i=1 xibi | ∀i , xi ∈ Z} is a lattice

▶ (b1, . . . , bn) =: B ∈ GLn(R) is a basis (not unique)

▶ n is the dimension (or rank)
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Short basis problemShort basis problem

Input:

• • • • • • •

• • • • • • •

• • • • • • •

• • • • • • •

• • • • • • •

• • • • • • •

b1

b2
−→

Output:

• • • • • • •

• • • • • • •
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• • • • • • •

• • • • • • •

c1 c2

Shortest basis problem

max
i
∥ci∥ ≤ min

B′ basis of L

(
max

i
∥b′i∥

)
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Approximate short basis problem

max
i
∥ci∥ ≤ γ · min

B′ basis of L

(
max

i
∥b′i∥

)
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Hardness of the short basis problemHardness of the short basis problem

The short basis problem is hard

Consequences
▶ can be used to build crypto

▶ n has to be somewhat large (say 700 for crypto)
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Section’s conclusionSection’s conclusion

We have seen:
▶ lattices
▶ the short basis problem

▶ assumed to be hard

Coming next
Building crypto from lattices
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Constructing public key encryptionConstructing public key encryption
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b1
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Public key encryptionPublic key encryption

Three algorithms: ▶ KeyGen() ⇝ (pk, sk)

▶ Enc(m, pk)⇝ c ▶ Dec(c , sk)⇝ m′

Alice Bob

(pk, sk)← KeyGen() pk−−→
message m ∈ {0, 1}

m′ ← Dec(c , sk) c←−− c ← Enc(m, pk)
(hopefully m′ = m)

Correctness: Dec
(
Enc(m, pk), sk

)
= m

Security: an attacker cannot guess m from pk and Enc(m, pk)
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Decoding in a latticeDecoding in a lattice

• • • • • • • •

• • • • • • • •

• • • • • • • •

• • • • • • • •

• • • • • • • •

• • • • • • • •

• • • • • • • •

• • • • • • • •

• • • • • • • •

b2

b1

b2

b1

•x

•s

Input: x = 3.7 · b1 − 1.4 · b2

Objective: find s ∈ L close to x

Algo: round each coordinate
(called Babai’s round-off algorithm)

Output: s = 4 · b1 − 1 · b2

Solves approximate decoding:
smaller basis ⇒ closer solution

=
{
x1b1 + x2b2

∣∣∣ |xi | ≤ 1
2

}
(fundamental parallelepiped)
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What about exact decoding?What about exact decoding?
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b2

b1
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b1

•x
•s

BabaiB(x) = s (∈ L, close to x)

=
{
x1b1 + x2b2

∣∣∣ |xi | ≤ 1
2

}
(fundamental parallelepiped)

= largest circle ⊆
(radius of : decoding radius)

Lemma: ∀s ∈ L and ∀e ∈
BabaiB(s + e) = s

Smaller basis ⇐⇒ larger B
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Public key encryption from lattices [Reg05]Public key encryption from lattices [Reg05]
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Bs

Bp

•x

• v• v
(m = 0)•v

(m = 1)

Enc(0)
•

Enc(1) •

pk = (Bp, x)

message: m ∈ {0, 1}

sk = Bs

Enc(m, pk):
▶ Sample random v ∈ L

▶ if m = 1: v← v + x
▶ Sample small e ∈ ⊆ Bs

▶ return c = v + e

Dec(c , sk):
▶ s← Babaisk(c)
▶ if ∥s− c∥ small ⇝ m = 0
▶ else ⇝ m = 1

[Reg05] Regev. On lattices, learning with errors, random linear codes, and cryptography. STOC.
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Summing upSumming up

What we want: An algorithm KeyGen such that

▶ KeyGen computes

▶ a random lattice L
▶ a short basis Bs of L (sk)

▶ a long basis Bp of L (pk)

▶ a point x far from L

▶ decoding errors in is easy given Bs (correctness)

▶ decoding errors in is hard given Bp (security)
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Section’s conclusionSection’s conclusion

We have seen:

▶ construction of public key encryption
▶ correct thanks to Babai decoding algorithm
▶ secure if decoding with a long basis is hard

Coming next
Answering the open question

Open question: how to generate random hard lattices?
(“hard lattice” = lattice in which decoding is hard)
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The lattice isomorphism problemThe lattice isomorphism problem
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Isomorphic latticesIsomorphic lattices

L1

≃

L2 = O · L1

Definition: Two lattices L1 and L2 are isomorphic if there exists
O ∈ On(R) such that L2 = OL1.

(On(R) = orthonormal transformations ⇒ OTO = In)
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The lattice isomorphism problemThe lattice isomorphism problem

The lattice isomorphism problem (LIP):
given B1 and B2, bases of two isomorphic lattices,

find O ∈ On(R) such that L(B1) = OL(B2).

B1

L(B1)

≃

(finding O ⇔
finding OB1)

B2

OB1

L(B2)

This is a hard problem
best known algorithms have (worst-case) complexity nO(n)
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ReminderReminder

Objective: build random L in which decoding is hard

▶ we want L hard with overwhelming probability (security)

▶ we want to know a (secret) short basis of L (correctness)
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Constructing hard latticesConstructing hard lattices
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Bs

Bp

L = OZn

Keygen:
1. Start with L0 = Zn

2. Compute a random O ∈ On(R)
▶ L = OL0

▶ Bs = O · In = O

3. Compute a long basis of L ▶ Bp

Correctness: Bs corrects errors ∥e∥ ≤ 1/2

Assumption: decoding errors ∥e∥ ≤ 1/2
in L given Bp is hard

(with overwhelming probability)

Solving lattice isomorphism ⇒ breaking assumption
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Summing upSumming up

We have seen: random rotations of Zn produce hard lattices
(with overwhelming probability)

▶ this is an assumption
▶ solving the lattice isomorphism problem efficiently breaks this assumption

Remark: there exists other distributions of random hard lattices
▶ based on other assumptions: LWE, SIS, NTRU, . . .

Question: how can we solve the lattice isomorphism problem?
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Algorithm: the Zn caseAlgorithm: the Zn case

Objective: given L = O · Zn, recover O (O ∈ On(R))
Remark: O is not unique (automorphisms of Zn)

Algorithm: 1. Compute the shortest non-zero vectors of L
2. Keep one vector per pair (v ,−v) (arbitrary)

3. Match these with the ei basis of Zn (arbitrary)

Every arbitrary choice
gives a (different)

solution

Zn

≃

L = O · Zn
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Remark: O is not unique (automorphisms of Zn)

Algorithm: 1. Compute the shortest non-zero vectors of L
2. Keep one vector per pair (v ,−v) (arbitrary)

3. Match these with the ei basis of Zn (arbitrary)

⇝ 2O(n)

⇝ O(n)

⇝ O(n)

Zn

≃

L = O · Zn
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Section’s conclusionSection’s conclusion

We have seen:

▶ the lattice isomorphism problem

▶ allows to generate random hard lattices

▶ best algorithm has complexity 2O(n) (Zn case)

▶ no efficient algorithm when n is large (e.g., n = 700)

Coming next

What if we add
algebraic structure?

Crypto seems fine! (so far)
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The module lattice isomorphism problemThe module lattice isomorphism problem
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Reminder: the lattice isomorphism problemReminder: the lattice isomorphism problem

• • • • • • • • • •

• • • • • • • • • •

• • • • • • • • • •

• • • • • • • • • •

• • • • • • • • • •

• • • • • • • • • •

C

L0 = Zn

rotate−−−−→
(choose O

orthogonal matrix)

•
•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•
•
•

•
•
•
•
•
•
•
•
•
•

B

L = O · Zn

Lattice Isomorphism Problem (LIP):
Given B , recover O

Gram formulation of LIP:
Given G := CTC (= BTB),

recover C ∈ Zn×n
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Module variant of LIPModule variant of LIP

Number fields:
▶ K number field (CM or totally real), degree d (d = n/2)

▶ e.g., K = Q(ζ), or K = Q(ζ + ζ̄), with ζ root of unity

▶ ZK ring of integers
▶ e.g., ZK = Z[ζ], or ZK = Z[ζ + ζ̄]

Lattice isomorphism problem:
Given G = CTC with C a basis of Zn,

find C

▶ rank n over Z

▶ Euclidean norm (positive definite)

Module lattice isomorphism problem:

Given G = C
T
C with C a basis of Z2

K ,

find C

▶ rank 2 over ZK / rank 2d = n over Z

▶ Hermitian norm (positive definite)
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Summing upSumming up

Module-LIP: LIP restricted to Z2
K (+ ZK -compatible transformations)

▶ in full generality, can be defined for any ZK -lattice

Advantages:
▶ smaller storage size required, faster operations

▶ more efficient cryptographic protocols

▶ used in the signature scheme Hawk [DPPW23]

Drawbacks:
▶ maybe more efficient attacks using algebraic structure?
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Cryptanalysis of module-LIP: totally real fields [MPPW24]Cryptanalysis of module-LIP: totally real fields [MPPW24]

Assumption: K is totally real

Objective: Given G := C
T
C , recover C (where C =

(
a c
b d

)
∈ ZK

2×2)

Key point: x̄ = x over K (totally real)

G = C
T
C = CTC =

(
a2 + b2 ac + bd
ac + bd c2 + d2

)

New objective: given α (= a2 + b2), find all solutions (x , y) ∈ Z2
K of

x2 + y2 = α

[MPPW24] Mureau, Pellet-Mary, Pliatsok, Wallet. Cryptanalysis of rank-2 module-LIP in Totally Real Number Fields. Eurocrypt
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Solving sum of two square equationsSolving sum of two square equations

Objective: for α ∈ ZK , find all (x , y) ∈ Z2
K s.t. x2 + y2 = α

Reformulate:
▶ see Z2

K as ZK [i ] ⊂ K (i)

▶ for z = x + iy ∈ ZK [i ], z̄z = x2 + y2 =: N (z)

▶ solve z̄z = α, for z ∈ Z[i ]

New objective: given α ∈ ZK , find all solutions z ∈ ZK [i ] of

N (z) = α (N (z) := z̄z)

(in this example: ZK = Z)

Z2

α = 29

√
α
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Solving relative norm equations [HS04]Solving relative norm equations [HS04]

Notations: ▶ L = K(i) (K totally real)
▶ N (z) = z̄z = a2 + b2 (z = a+ ib ∈ L)

Objective: Given α ∈ ZK , find all z ∈ ZL s.t. N (z) = α

Algorithm:
1. Compute S = {a ⊆ ZL ideals | N (a) = αZK}

▶ a = zZL ∈ S

2. For all a ∈ S
2.1 run Gentry-Szydlo algorithm on (a, α) [GS02,LS19]
→ if a = zZL, returns z (up to a root of unity)

Complexity: polynomial time (if αZK is prime)

fields

K

L

elements

α

z

N

ideals

αZK

zZL

N
Polynomial time algorithm for module-LIP

in totally real fields (for Z2
K )

[HS04] Howgrave-Graham and Szydlo. A method to solve cyclotomic norm equations. ANTS
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Cryptanalysis of module-LIP: other fieldsCryptanalysis of module-LIP: other fields

▶ Fields with ≥ 1 real embedding: heuristic polynomial time attack [APW25]

▶ CM fields: Take K = Q[i ] (for simplicity) [CME+25]

Objective: Given G = C
T
C , recover C =

(
a1 + ia2 c1 + ic2

b1 + ib2 d1 + id2

)

G =

(
a2
1 + a2

2 + b2
1 + b2

2 ∗
∗ c2

1 + c2
2 + d2

1 + d2
2

)
Sum of 4 squares equations

⇝ take H = Q+ iQ+ jQ+ ijQ (quaternion algebra, i2 = j2 = −1, ij = −ji)

⇝ everything works the same until Gentry-Szydlo algorithm (does not exist (yet) over H)

[APW25] Allombert, Pellet-Mary, van Woerden. Cryptanalysis of rank-2 module-LIP: a single real embedding is all it takes.Eurocrypt
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Section’s summarySection’s summary

Module-LIP = LIP over a number field K

Constructions: more compact and efficient (e.g., Hawk signature)

Attacks: very recently studied (since 2023)

▶ fields with one real embedding: (heuristic) polynomial time attack
[MPPW24,APW25]

▶ CM fields: no attack so far...
...but a reduction to a norm equation in a quaternion algebra [CME+25]

▶ Hawk is still safe

" only works for Z2
K (or modules of rank 2)
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Lattice isomorphism problem (LIP)
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B

exist also over
a number field:

module-LIP

Recently used in cryptography [DW22,BGPW23]

Active research questions:
▶ more advanced cryptographic constructions?
▶ attacks on the module variant?

▶ Gentry-Szydlo algorithm for quaternion algebras?
▶ what about Z3

K?

Thank you
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[DW22] Ducas and van Woerden. On the lattice isomorphism problem, quadratic forms, remarkable lattices and cryptography. Eurocrypt

[BGPS23] Bennett, Ganju, Peetathawatchai, Stephens-Davidowitz. Just how hard are rotations of Zn? [...] Eurocrypt
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