LATTICE-BASED CRYPTOGRAPHY CIMPA sCHOOL IN PONDICHERRY — DECEMBER 2023

SAGEMATH EXERCISES

The exercises below use SageMath (https://www.sagemath.org/). If you don’t have SageMath on your
computer, you can use it online athttps://cocalc.com/t log in, then click on “your CoCalc project”, then on
“create project”. Then click on the “+ New” button, and choose “Jupyter notebook™, and finally “SageMath” kernel.
You are now ready!

Exercises 1 and 2 in this sheet can be done after the second lecture. Exercise 3 should be done after the third
lecture.

1 Short vectors in hard lattices (»)

1. Import the library

from sage.modules.free_module_integer import IntegerLattice

2. Start with dimension dim = 10

3. Generate a random lattice basis B with

B = sage.crypto.gen_lattice(n = dim//2, m=dim, g = 227 (dim*%2) .next_prime ())

4. Solve SVP in L(B) by running

IntegerLattice (B) .shortest_vector (algorithm="pari")

5. Increase the dimension and repeat until it takes > 30 seconds

What is the maximum dimension you were able to reach?

2 Short vectors in easy lattices (»)

Do the same as in exercise 1, but replace the sampling of B by

B = random_matrix (Z%Z,dim)

What maximum dimension can you reach now (in less than 30”)?

3 Solving SIS (x%)

The objective of this exercise is to solve the SIS instance with modulus ¢ = 127, dimensions m = 10, n = 5 and
matrix A obtained by running

set_random_seed (42)
A = random_matrix(Integers(127),5,10)

Important note: in the course, the vectors are columns vectors (and the matrix A is tall). In SageMath, the
vectors are row vectors (so the matrix A is large). This means that in the formalism of SageMath, we want to find a
small vector x such that Az = 0 mod ¢ (instead of xA = 0 mod ¢ as in the course).


https://www.sagemath.org/
https://cocalc.com/

1. Compute a matrix B whose rows generates of the lattice corresponding to the SIS instance (no need to have a
basis of the lattice, any generating set is ok for now (it can contain more vectors than a basis)).
(Hint: don’t forget that all the vectors (0,0,---,0,q,0,---,0) are in this lattice.)

2. The function IntegerLattice (B) can be used even if B is a generating set of the lattice and not a basis.
Use this to find a short vector x in the lattice associated to the SIS instance.

3. Check that z is indeed a solution of SIS (i.e., it is short and satisfies Az = 0 mod ¢).
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