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This talk is based on joint work:

e "“An algorithm for solving the principal ideal problem with

subfields.” J.-F. Biasse, C. Fieker, T. Hofmann, W. Youmans.

Advances in Mathematics of Communications. 2024. jan

algorithm for solving the principal ideal problem with subfields n.d.]

and parts of:

e “Mildly short vectors in ideals of cyclotomic fields without
quantum computers.” J.-F. Biasse, M. R. Erukulangara, C.

Fieker, T. Hofmann, W. Youmans. Mathematical Cryptology.

2022. [Biasse et al. 2022]
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L=7bi+-- +Zb,

is a Euclidean lattice.
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Euclidean lattice

Given n linearly independent vectors (by, ..., b,) with b; € R”
L=7b+ -+ Zb,
is a Euclidean lattice.

o Define A1(£) as the length of the shortest vector(s) of L.

~-Shortest Vector Problem (7-SVP)
Find a vector v € £ such that ||v|2 < yA1(L). We call 7y the
approximation factor.
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Hardness of +-SVP

¥ Time Method
1 (Exact SVP) | Exponential Sieving/Enumeration
Polynomial Exponential BKZ

Subexponential || Subexponential || BKZ
Exponential Polynomial LLL/BKZ

Table 1: Methods for solving v-SVP in general lattices.
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Hardness of +-SVP

¥ Time Method
1 (Exact SVP) | Exponential Sieving/Enumeration
Polynomial Exponential BKZ

Subexponential || Subexponential || BKZ
Exponential Polynomial LLL/BKZ

Table 1: Methods for solving v-SVP in general lattices.

Note: 20(V")_SVP in time 20(v).
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Ideal lattices

Canonical/Minkowski embedding

Given n embeddings o; : K — C the canonical embedding
o : K — C" is defined by

x = (01(x), ..., 0n(x)).
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Ideal lattices

Canonical/Minkowski embedding

Given n embeddings o; : K — C the canonical embedding
o : K — C" is defined by

x = (01(x), ..., 0n(x)).

If | C Ok then o(/) is an ideal lattice.

e Advantage: algebraic structure!

e Disadvantage: algebraic structure...

Question: When are lattice problems easier for ideal lattices than
unstructured lattices?
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Principal ideal problem (PIP)

Notation: K is a Galois number field of degree n with
discriminant A and ring of integers Ok.
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Principal ideal problem (PIP)

Notation: K is a Galois number field of degree n with
discriminant A and ring of integers Ok.

(Search-)PIP
Given a principal ideal | C Ok, find a € Ok such that | = aOk.

How hard is the PIP in Ok?

e Subexponential (heuristic) algorithm for arbitrary classes of

number fields [Biasse and Fieker 2014].
. o A(n2/3
e For cyclotomic fields: 20(7"")

e Quantum polynomial time algorithm [Biasse and Song 2016].

(Conditional on the Generalized Riemann Hypothesis.)
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~-ideal-SVP to PIP

v-ideal-SVP to PIP
Let K = Q(¢m), | € Ok. There is an efficient reduction of
20VN)_ideal-SVP for:
e principal ideals of Ok to PIP [Cramer et al. 2016; Cramer, Ducas, and
Wesolowski 2017].

e arbitrary ideals of Ok to PIP [Wesolowski 2018; Cramer,
Ducas, and Wesolowski 2021].

Recall: BKZ takes time 20(v"), PIP in Q((p) takes time 20(n%),

Question: For what fields can we solve PIP better than 2é(ﬁ)
(beat BKZ)?
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Reducing computations to subfields

Case study: biquadratic fields

Let K = Q(v/d1,/d>) with dyi, d> € Z~g co-prime and
square-free. Gal(K/Q) = (0, 7) = Za X Z».
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Reducing computations to subfields

Case study: biquadratic fields

Let K = Q(v/d1,+/d>) with dy, dyr € Z~¢ co-prime and
square-free. Gal(K/Q) = (0, 7) = Za X Z».

K =Q(Vdi, V)

N

K7 =Q(Vd1) K7™ =Q(Vdida) K™ =Q(Vdy)
“Norm relation” for K = Q(v/d1, V)
For all a € K*:

o2 — Nk ko (@) - Nk (a) - Ng /o ()
Nk q(a) '
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Reducing computations to subfields (con’t)

Naturally extends to ideals:

“Norm relation” for ideals of Oy
If a C Ok:

2 Nk ko (a) - Nk/kr(a) - Ng/kor(a)

-Ok.
Nk /o(@) K
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Reducing computations to subfields (con’t)

Solving a PIP instance

Let a = aOk. Note Ny ko (a) = Ny /ko(a) - Oko is principal.

1. Solve PIP in subfields: find a, € Oko such that
NK/KO‘(a) — OéUOKc.

2. Then ay = Uy - N ko () for some u, € O, so

2 QO Qgr
02 = L%t g
Nk/q(a)

3. Recover a generator of /| from generator of a?.
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History of norm relations:

2017 Recursive algorithm for PIP in real multiquadratic fields
Q(v/d1,...,v/d;) by Bauch, Bernstein, de Valence, Lange,
and van Vredendaal [Bauch et al. 2017].
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2017 Recursive algorithm for PIP in real multiquadratic fields
Q(v/d1,...,v/d;) by Bauch, Bernstein, de Valence, Lange,
and van Vredendaal [Bauch et al. 2017].

2018 Extended to S-unit group and class group computations by
Biasse and van Vredendaal [Biasse and Vredendaal 2019].
2020 Adapted to multicubic fields by Lesavourey, Plantard, and

Susilo [Lesavourey, Plantard, and Susilo 2020].

2021 Adapted to certain Kummer extensions K(y/mq, ..., /m;) by
Lesavourey, Plantard, and Susilo [Lesavourey, Plantard, and Susilo
2021].
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Prior work (con’t)

2020 Generalized to Galois number fields by Biasse, Fieker,
Hofmann, and Page [Biasse et al. 2020], with algorithms for
S-unit group and class group computation.
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Prior work (con’t)

2020 Generalized to Galois number fields by Biasse, Fieker,
Hofmann, and Page [Biasse et al. 2020], with algorithms for
S-unit group and class group computation.

2024 Specialized to recursive algorithm for PIP (this talk) [an

algorithm for solving the principal ideal problem with subfields n.d.].

2024 Generalized to non-Galois fields by Etienne [Etienne 2025].
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Norm relations (BFHP 2020)

Norm Relation

Let G = Gal(K/Q). K has a norm relation if there exist
subgroups H; < G, aj, bj € Z[G], and d € Z~¢ such that for all
x e K~

I
S = H NK/KHi (be)ai'
i=1
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Norm relations (BFHP 2020)

Norm Relation

Let G = Gal(K/Q). K has a norm relation if there exist
subgroups H; < G, aj, bj € Z[G], and d € Z~¢ such that for all
x e K~

/
Xd S H NK/KHI (Xb,‘)ai.
i=1

e Z[G] acts on K* by x? = x2 2% = [ o).
e We call d the denominator, a;, b; the coefficients.
e If K is cyclic it only has a trivial norm relation.

Denominator 1 case:

e Ideal situation is d = 1 and [K" : Q] small.

e If d =1 then K" also has a norm relation.
13/31



Properties

Abelian K

e Explicit formula for “optimal” norm relation.

ap+bg _

Follows from Bezout's lemma: ap 4+ bg = 1 so (a”)? - (9)® = « a.
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Abelian K
e Explicit formula for “optimal” norm relation.

[K"i : Q] bounded by size of largest cyclic subgroup of G.

Coefficients a;, b; € Z.
e Denominator p norm relation < Z, x Z, < Gal(K/Q).

e Denominator 1 norm relation < denominator p and g norm
relation for p # g.!

Cyclotomic K = Q((m)
e Norm relation < m # 2,4, pX, 2p¥ for p # 2 (density 1).
o [KHi Q] < \(m).

b ap+bq —

Follows from Bezout's lemma: ap + bg = 1 so (a”)? - (%)’ = « a.
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Example: Biquadratic

K = @(\/671, \/(TQ) GaI(K/@) = 7o X L.
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Example: Biquadratic
K = Q(vd1,Vch). Gal(K/Q) = Zy x Zo.

e Denominator 2 norm relation. For any o € K*

2 _ Ny ko (a) - Nijkr(a) - N ko ()

(6]
NK/Q(O[)
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Example: Biquadratic
K = Q(vd1,Vch). Gal(K/Q) = Zy x Zo.

e Denominator 2 norm relation. For any o € K*

2 _ Nk ke (@) - Nk k(@) - Nk ko ()

(0%
Nk q(a)

e Subfields have degree < 2:

K? = Q(\/CTl)v KT = @(\/CTQ)a Ko™ = Q(\/M)
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Example: Multiquadratic

K =Q(Vdy,...,V/di). Gal(K/Q) = Z3, [K : Q] = 2.
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Example: Multiquadratic
K =Q(Vdy,...,V/di). Gal(K/Q) = Z3, [K : Q] = 2.

2k—1

e Denominator norm relation. For any a € K*

k__
W2 1521 Ny ()
NP ()

e Can be found by recursive application of biquadratic case.

o [Ki: Q] =2 forall Kj.
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Example: Cyclotomic
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Example: Cyclotomic

K = Q((e3)- Gal(K/Q) = Z5 x Z3, [K : Q] = 36.
e Denominator 1 norm relation.
o [Ki:Q] <18.

e Each K; has denominator 2 or 3 norm relation with
[K,"j & Q] S 6.
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Using norm relations to solve the PIP

If K has a denominator d norm relation then for any a C Ok

/
Cld = HNK/Ki(abi)ai - Ok.
i=1
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Using norm relations to solve the PIP

If K has a denominator d norm relation then for any a C Ok

/
Cld = HNK/Kl.(abi)ai 0 OK.
i=1

Procedure

1. For each subfield find 3; such that 3;0k, = NK/KI.(ab").
2. Then a9 = SOk where § = H£:1 B

3. Find u € O such that u = af.

4. Compute a = (uf)/9. Then a = aOk.

Step 3 and 4 are non-trivial!

18/31



A local-global principle

Given 3 € K* how do we find u € O with uf = a9?
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A local-global principle

Given 3 € K* how do we find u € O with uf = a9?

Theorem (Grunwald-Wang)
Let S be a finite set of of prime ideals of Ok. We have the

canonical map

K (K — T K /(K¢

)

e Either this map is injective or the kernel has order 2.
e If injective: a € K* is a d-th power < it is a d-th power in
each K,°.

19/31



Given 8 € K* how do we find u € O with uf = ad?
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Let V := (U, 3). Compute
[ ker(V/V9— KX/(KS)9) € v/ve.
dé#p,N(p)<co

Output: v =]]_; uf" with uf = a9 € V/ V9.

e Reduces to linear algebra.
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Saturation (idea)
Input: 3, U C O with [Og : U] = m and (m,d) = 1.

Let V := (U, 3). Compute
[ ker(V/V9— KX/(KS)9) € v/ve.
dé#p,N(p)<co

Output: v =]]_; uf" with uf = a9 € V/ V9.

e Reduces to linear algebra.
e Assuming GRH, ¢y = Poly(log |Ak|, [K : Q], d,log N(3)). 20/31
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Compact Representation

Note: o = uf =[]\_; uf“' . Hle B will be very large!

How do we efficiently compute the d-th root of an unevaluated
product [, 77 if it exists?

Compact Representation

Input: d € Z, v = H?;l’Y

€

" and known factorization of N(v;).

m " 2 k
Output: ag,...,a, “small” such that v = ag - af . ag ~--ozf(’ :

Now we can compute the root:

k—1

21/31
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Example (revisited)

Example: Cyclotomic
K = Q(e3)- Gal(K/Q) = Z3 x Z3.

e Denominator 1 norm relation with [K; : Q] < 18.

e Each K; has denominator 2 or 3 norm relation with
[Kij: Q] <6.

Conclusion:

e Reduce PIP in K to PIP in K with [Kj;: Q] < 6.

e Saturation 4+ compact rep + root done in K; (degree < 16).

22/31



Complexity

Up to polynomial factors, complexity is totally determined by
subfield costs!
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Up to polynomial factors, complexity is totally determined by
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Theorem
Resolving the PIP in a field admitting a norm relation takes time:

Poly(log |Ak|, [K : Q],log N(a), /, max; log(a;)) + PIP(subfields)

where PIP(subfields) is the cost of PIP in the subfields.

23/31



Complexity

Up to polynomial factors, complexity is totally determined by
subfield costs!

Theorem
Resolving the PIP in a field admitting a norm relation takes time:

Poly(log |Ak|, [K : Q],log N(a), /, max; log(a;)) + PIP(subfields)
where PIP(subfields) is the cost of PIP in the subfields.
o If L is the subfield with largest A then

PIP(subfields) = / - 200108 IAL[*),

23/31



Complexity

Up to polynomial factors, complexity is totally determined by
subfield costs!

Theorem
Resolving the PIP in a field admitting a norm relation takes time:

Poly(log |Ak|, [K : Q], log N(a), /, max; log(a;)) + PIP(subfields)
where PIP(subfields) is the cost of PIP in the subfields.
o If L is the subfield with largest A then
PIP(subfields) = / - 20008 [AL),

Note: PIP via S-units has same asymptotic complexity, but more

root computations. 23/31
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Cyclotomics

Best known PIP algorithms for cyclotomic fields: 20(n*3),

Goal

Identify cyclotomic fields where we solve PIP in time 20(n) for
€ < 1/2. Then we have a super-polynomial improvement over
BKZ for solving 20("/*)_ideal-SVP.

Theorem
Solving the PIP in Q(¢m) with A(m) < ¢(m)? (a < 1) takes time

Poly(n, log N(a)) - 20(m/%),

When a < 3/4: 20(n**%) — 20(n) with € < 1/2.

24/31



Cyclotomics

Conductors m with \(m) < ¢(m)3/* sparse, however...

25/31



Cyclotomics

Conductors m with \(m) < ¢(m)3/* sparse, however...

N[ A(m) < @(m)*/* | A(m) < ¢(m)*/® | A(m) < $(m)"/2 | A(m) < g(m)*®

1000 30.20% 11.70% 2.000% 0.300%
10000 29.45% 10.42% 1.780% 0.180%
100000 26.32% 8.830% 1.580% 0.092%

Table 2: Proportion of m < N with small A(m).
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Theorem [Erdés, Pomerance, and Schmutz 1991]
There exists an infinite sequence of positive integers
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Cyclotomics

Conductors m with \(m) < ¢(m)3/* sparse, however...

N[ Am) < o(m)¥/* | A(m) < g(m)*/® | A(m) < o(m)"/2 | A(m) < o(m)*/®

1000 30.20% 11.70% 2.000% 0.300%
10000 29.45% 10.42% 1.780% 0.180%
100000 26.32% 8.830% 1.580% 0.092%

Table 2: Proportion of m < N with small A(m).

Theorem [Erdés, Pomerance, and Schmutz 1991]
There exists an infinite sequence of positive integers

my < mp < ... such that
)‘(mk) = |Og(mk)o(|°g log log(my))

e For these my: complexity in 2lK:Q
25/31



K | m |IK:Ql| #{Ki} | maxi[K; : Q] | #{Kij} | maxij[Ki, : Q]

K@ || 825 400 19 100 86 20
K®@ | 3276 | 864 38 108 341 12
KG) |l 2387 | 1800 131 150 297 30

Table 3: Quantification of hardness of instances in cyclotomic fields Q(¢m).

26/31



K | m |IK:Ql| #{Ki} | maxi[K; : Q] | #{Kij} | maxij[Ki, : Q]

K@ || 825 400 19 100 86 20
K®@ | 3276 | 864 38 108 341 12
KG) |l 2387 | 1800 131 150 297 30

Table 3: Quantification of hardness of instances in cyclotomic fields Q(¢m).

W] @ 6| ® (5) ©) | (M) | © 9) Total
KM | 046 | 270 | 033 [ 025 | 055 | 013 | 005 | 037 | 171 6.55
7.0% | 41.2% | 5.0% | 3.8% | 8.4% | 2.0% |0.8% | 5.6% | 26.1%
K@ | 412 | 1523 | 200 | 1.00 | 1121 | 1.54 | 0.12 | 2.61 | 60.19 | 98.92
4.2% | 15.4% | 3.0% | 1.0% | 11.3% | 1.6% | 0.1% | 2.6% | 60.8%
K® || 66.61 | 140.00 | 58.34 | 102.15 | 641.92 | 203.62 | 3.25 | 55.19 | 1634.01 | 2905.09
2.3% | 4.8% | 2.0% | 35% | 221% | 7.0% | 0.1% | 1.9% | 56.2%

Table 4: Single PIP runtime in CPU hours. (1) Norm relation for K. (2) Norm

relations for Kj. (3) Compute K ;. (4) Compute O . (5) Compute Ny /k; ;(a). (6)
’ i )

PIP in K;j ;. (7) Saturation. (8) Compact representation. (9) Roots.
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