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Lattice-based cryptography: from classical to quantum?

» Lattice-based classical cryptography with post-quantum security
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Lattice-based cryptography: from classical to quantum?

» Lattice-based classical cryptography with post-quantum security

» Lattice-based quantum cryptography with new functionalities
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Lattices in a quantum world

* Lattices + Hadamard transform?

Hadamard transform QFT

| | |
[ | |

Classical world This talk Shor’s algorithm
Quantum world

QFT for Quantum Fourier Transform.
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Lattices in a quantum world

* |Lattices + Hadamard transform) brings new
functionalities:

» Proof of quantumness [BCM 18]

> Public key encryption with secure key
leasing [CGJL25a]

» Classical delegation of quantum
computation [Mah18]

> Multi-party quantum computation over classical
channel [Bar21]

>
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Lattices in a quantum world

= |Lattices + Hadamard transform) brings new
functionalities:

> Proof of quantumness [BCM™"18]

» Public key encryption with secure key
leasing [CGJL25a]

> Classical delegation of quantum
computation [Mah18]

> Multi-party quantum computation over classical
channel [Bar21]

> .

Weigiang Wen (Télécom Paris) AHB of LWE and its cryptographic applications CHARM Workshop, IMB, 19/06/2025



Connecting lattice problems to quantum problem

[O. Regev, FOCS'02]

Quantum Computation and Lattice Problems
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Learning With Errors

Learning With Errors Problem for n, g, m and Dz, 4 (LWEqu‘O)

Input: m > n samples of the form (a, b) € Zq X Zq,
with a <— Zg and b = (a,s) + e, where e <= Dz g and s €g Zg.
Output: the secret vector s.
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Public-key encryption based on LWE [ ]

KeyGen:

Enc(m):
=c

Dec(c):

Weigiang Wen (Télécom Paris)

I SK
A = A "L+
rT +| _oT m-|q/2]
cT ] = rT | + [m-a/2]

small <= m =0
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The Dihedral Coset Problem

» Dihedral group: Dy ~ Zy X Zn.

(0, 0) 0, 1) (0,2) (0, 3)
(1,0) (1, 1) (1,2) (1,3)
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The Dihedral Coset Problem

™= 0
» Dihedral group: Dy ~ Zy X Zn. ['

(0.0) 0.1 (0.2) (0.3)

(1.0) (%) (1.2) (1.3)

Dihedral Coset Problem (DCP) for Dy and £ (DCP}Q)

Input: {% (10,0 + x;) + |1, + X;))} — (coset of hidden subgroup: {(0, 0), (1, 5)})-
I_
Output: the secret s.

Example:

v y

=012 3 45 6 7 8 910111213
b=10
1

» Dihedral group: Dy4; Hidden subgroup: {(0,0), (1,2)}.
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The Dihedral Coset Problem

™= 0
» Dihedral group: Dy ~ Zy X Zn. ['

(0.0) 0.1 (0.2) (0.3)

(1.0) (%) (1.2) (1.3)

Dihedral Coset Problem (DCP) for Dy and £ (DCP}\‘,)

Input: {% (10,0 + x;) + |1, + X;))} — (coset of hidden subgroup: {(0, 0), (1, 5)})-
I_
Output: the secret s.

Example:

v

=012 3 45 6 7 8 910111213
b=10
1

» Dihedral group: Dy4; Hidden subgroup: {(0,0), (1,2)}.
> Samples: 5 (10,0) +[1,2)); 75 (10,5) +11,7)); 75 (10,9) + [1,11)).
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The Dihedral Coset Problem

™= 0
» Dihedral group: Dy ~ Zy X Zn. ['

(0.0) 0.1 (0.2) (0.3)

(1.0) (%) (1.2) (1.3)

Dihedral Coset Problem (DCP) for Dy and £ (DCP}\‘,)

Input: {% (10,0 + x;) + |1, + X;))} — (coset of hidden subgroup: {(0, 0), (1, 5)})-
I_
Output: the secret s.

Example:

» Dihedral group: Dy4; Hidden subgroup: {(0,0), (1,2)}.
> *Measured* Samples: |0, 0); |0, 5); |1, 11).
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LWE and DCP

Parameters: n = O(\)

LWE, g,o: Given < DCPy y: Given
— [Reg02] ——
(a1, (a1,s) + ey mod q) [0, x1) + |1, %1 + s mod N)
(am, (@m,s) + em mod q) |0, X¢) + |1, x¢ + s mod N)
where Vi,a; €g Z, &; <> | DR aql, find s. where Vi, x; €g Zy, find s.

We have ¢ < O(2°89), N = g" = 27'°8 1 [BKSW18]
(Originally, [Reg02] gives N = 2"2.)
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LWE and (Extended-)DCP

Parameters: n = O(\)

LWE, g,o: Given < DCPy y: Given
— [Reg02] ——
(a1, (a1,s) + e; mod q) [0,x1) + |1, %1 + s mod N)
(am, (@m,s) + em mod q) |0, X¢) + |1, x¢ + s mod N)
where Vi,a; €g Z, &; <> | DR aql, find s. where Vi, x; €g Zy, find s.
LWE, g,q: Given < Extended DCP,, 4: Given
— [BKSW18]
(a1, (a1,s) + ey mod q) [0,x1) + |[1,%1 + s mod q)
(ama (am»s> + em mod q) |07 Xg) + |1,Xg + s mod q>
where Vi, a; €g Zg, i < |Dr,agl, find s. where Vi, X; €g Zg, find s.

We have ¢ < O(2°89), N = g" = 27'°8 1 [BKSW18]
(Originally, [Reg02] gives N = 2"2.)
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LWE and (Extended-)DCP

Parameters: n = O(\)

LWE, g,o: Given < DCPy y: Given
— [Reg02] ——
(a1, (a1,s) + ey mod q) [0, x1) + |1, %1 + s mod N)
(am, (@m,s) + em mod q) |0, X¢) + |1, x¢ + s mod N)
where Vi,a; €g Z, &; <> | DR aql, find s. where Vi, x; €g Z, find s.

The Extended-DCP is not hard with n®(°¢9 samples [BJK" 25; BNP18; Bon19]

LWE g,q: Given < Extended DCP,, 4: Given
— [BKSW18]
(a1, (a1,s) + ey mod q) [0,x1) + |[1,%1 + s mod q)
(am, {(am,s) + em mod q) [0,X¢) + [1,X¢ + s mod q)
where Vi, a; €g Zg, i < |Dr,agl, find s. where Vi, X; €g Zg, find s.

We have ¢ < O(2°89), N = g" = 27'°8 1 [BKSW18]
(Originally, [Reg02] gives N = 2"2.)
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LWE to Extended-DCP reduction

» Input an LWE instance: (A, b = As+e 0 [q]). Consider the lattice Aq(A) =
{Axmod q | x € Zg}.

Z (10,x, Ax) + |1, x, Ax)) .

n
xEZq
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LWE to Extended-DCP reduction

P Shift lattice Aq(A) by b = As+eq [q], according to the value of first register.

> " (10,%,Ax) + |1,x, A — b)).

n
SEZq
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LWE to Extended-DCP reduction

P Rewrite x in the second register by x + bs, according to the value k in the first register.

> (10,%,Ax) + [1,x+5,A(X+8) — b)) = > (|0,%,Ax) + |1,Xx + 5, AX — €0)) .

n n
erq erq
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LWE to Extended-DCP reduction

P Create spheres with centers lattice points as well as the noisy ones.

> (10,x,Ax, B(AX)) + [1,X + 5, AX — €0, B(AX — &))); B(c) = Y [c+eu).

xez] e, ER™
lleull<r
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LWE to Extended-DCP reduction

P Measure and once the shading area is measured, Extended-DCP state is obtained.

|0,X,AX,V>+|1,X+S,AX*90,V> = |0,x,0,y>+|1,x+s,0,y);y:Ax+eu.
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Sample restriction in LWE to Extended-DCP reduction

Lemma (Adapted from [ , Claim 3.7])

For any R > 1 and some vector e, let Bn(v, R) = {x | ||x — v||[< R}, Then we have
vol(Bn(0, R) N Br(e, R))
>1—0(vn|e||/R).
B0 R 21— OWalel/A)

> We pick R = q/2, the probability to measure the intersection is 1 — O(+y/n||eo]|/q). As
a result, we can obtain at most O(q/(+/n||eol|)) (£ O(2"°¢9)) Extended-DCP states.
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Quantum Fourier transform and Hadamard transform

» Quantum Fourier transform (QFT, underlying Shor’s algorithm): [wq = e%]

Fq: Z wqx’” ly)-

J’EZ

» Can be viewed as quantum implementation of classical Fourier transform circuit.
> Classical FT: from {x;};c[q to {yk}ke[q] such that

> x- Wk ke [ql.

Jj€ldl

f

» Quantum FT: from Z/e[q] xj |j) to Zke[q] Yk |k) with the same conditions.
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Quantum Fourier transform and Hadamard transform

» Quantum Fourier transform (QFT, underlying Shor’s algorithm): [wq = ezqf]

Fq: Z ‘*’qx’y> ly)-

J’EZ

» Can be viewed as quantum implementation of classical Fourier transform circuit.
> Classical FT: from {x;};c[q to {yk}ke[q] such that

> - wh* VK € [q].
ffelq] /

» Quantum FT: from Z/e[q] xj |j) to Zke[q] Yk |k) with the same conditions.

» Hadamard transform (QFT with g = 2):
H: Z wg ly) -
J’GZZ
» Extension to multiple dimension:

(x,y)
M \/27 > owe™ly).

YEZy
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Adaptive hardcore bit | ]

0,%) +[1,x+s)



Adaptive hardcore bit | ]

|0,Xo> + |1,X1>

Standard Hadamard
Mea sure/ Neasure

(b, xp) (c,d)
> d~ U({0,1}"°€9) and ¢ = (d, J(Xo) @ J(X1)).
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Adaptive hardcore bit | ]

|0,Xo> + |1,X1>

Standard Hadamard
Mea sure/ Neasure

(b, xp) (c,d)
> d~ U({0,1}"°€9) and ¢ = (d, J(Xo) @ J(X1)).

H2(10, J(x0)) + [1,J(xi)) = > (=)o) + (—1) D 1) ) |a)

dez)'8 9

= Z Mo>+(,1)(J(Xo)€9J(X1)vd>‘1>>|d>.

dezy log g
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Adaptive hardcore bit | ]

|0,Xo> + |1,X1>

Standard Hadamard
Mea sure/ Neasure

(b, xp) (c,d)
> d~ U({0,1}"°€9) and ¢ = (d, J(Xo) @ J(X1)).

H2(10, J(x0)) + [1,J(xi)) = > (=)o) + (—1) D 1) ) |a)

dez)'8 9

= Z Mo>+(,1)(J(Xo)€9J(X1)vd>‘1>>|d>.

dezy log g

Hlx) = (=1)ld) = [0) + (=1)|1).

dez,
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Adaptive hardcore bit | ]

|0,Xo> + |1,X1>

Standard Hadamard
Mea sure/ Neasure

(b, xp) (c,d)
> d~ U({0,1}"°€9) and ¢ = (d, J(Xo) @ J(X1)).

H2(10, J(x0)) + [1,J(xi)) = > (=)o) + (—1) D 1) ) |a)

dez)'8 9

= Z Mo>+(,1)(J(Xo)€9J(X1)vd>‘1>>|d>.

dezy log g

HIE (10, J(x0)) +[1,(x:))) = D [(J(%0) @ J(x1),d))|d).

dez)'89
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Adaptive hardcore bit | ]

|0,Xo> + |1,X1>

Standard Hadamard
Mea sure/ Neasure

(b, xp) (c,d)
> d~ U({0,1}"°€9) and ¢ = (d, J(Xo) @ J(X1)).

* (d, J(x0) & J(x1)) = <((di, J(Xb,i) ® J(Xp,i + (—1)b)>)i€[n] ,S>
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Adaptive hardcore bit | ]

|0,Xo> + |1,X1>

Standard Hadamard
Mea sure/ Neasure
(b, xp) (c,d)

> d~ U({0,1}"°€9) and ¢ = (d, J(Xo) @ J(X1)).

* (d, J(x0) & J(x1)) = <((di, J(Xb,i) ® J(Xp,i + (—1)b)>)i€[n] ,S>

& (di, J(x0,1) ® J(x1,1)) = (di, J(X,1) & J(X, + (—1)°)) - si.
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Adaptive hardcore bit | ]

|0,Xo> + |1,X1>

Standard Hadamard
Measure/ Neasure
(b, %b) (c,d)
> d~ U({0,1}""°89) and ¢ = (d, J(x0) © J(x1)).

* (d, J(x0) & J(x1)) = <((di, J(Xb,i) ® J(Xp,i + (—1)b)>)i€[n] ,S>

& (di, J(x0,1) ® J(x1,1)) = (di, J(X,1) & J(X, + (—1)°)) - si.
< (di, J(x0,)) ® J(x0,i + si)) = (di, J(Xp,i) & J(Xb,i + (—1 )b)> - Si.
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Adaptive hardcore bit | ]

|0,Xo> + |1,X1>

Standard Hadamard
Mea sure/ Neasure
(b, xp) (c,d)

> d~ U({0,1}"8% and ¢ = (d, J(Xo) & J(X1)) = (Ibx,(d),s).
5 (d J(0) @ J(x1)) = ( (A Jx61) & I + (1)) g8

= Denote Ib,xb(d) = (<di, J(Xb‘,;) D J(Xb,/ + (71 )b)>)i€[n]'
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Adaptive hardcore bit | ]

|0,Xo> + |1,X1>

Standard Hadamard
Mea sure/ Neajure
(b, xp) (c,d)

> d~ U({0,1}"8% and ¢ = (d, J(Xo) & J(X1)) = (Ibx,(d),s).
5 (d J(0) @ J(x1)) = ( (A Jx61) & I + (1)) g8

= Denote Ib,xb(d) = (<di, J(Xb‘,;) D J(Xb,/ —+ (71 )b)>)i€[n]'

> Adaptive hardcore bit [BCM™18]: Given (A, As + e¢) with superpolynomial modulus
and d < {0,1}"M"°e91 such that Iy x, (d) € {0,1}"\{0}, the adversary picks (b, Xs),
hard to get c.
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How does this help to prove quantumness?

Can we prove the
quaniumness?
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How does this help to prove quantumness?

Quantum

- o

Can we prove the -
quaniumness? - -

Send LWE instance

Randomly ask for
values under Classical
either Hadamard
or Standard

measurement
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How does this help to prove quantumness?

Quantum

- o
. - Do either measurement
Can we prove the )
- . accordingly under

quaniumness? .
quantum computation

= Completeness
Send LWE instance

Randomly ask for
values under Classical
either Hadamard
or Standard

measurement
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How does this help to prove quantumness?

Quantum

- o
. - Do either measurement
Can we prove the )
- . accordingly under

quaniumness? .
quantum computation

= Completeness
Send LWE instance

Randomly ask for
values under Classical
either Hadamard
or Standard

measurement

Need to know values
under both measurement

in advanced, impossible
due to AHB.

=> Soundness
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PoQ based on LWE over polynomial modulus

Proofs of Quantumness
based on LWE
over polynomial modulus
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PoQ based on LWE over polynomial modulus

Proofs of Quantumness
based on LWE
over polynomial modulus

d
AHB with
poly modulus
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Sketch of proof of AHB in [ ]

Given A and Given A and
Ib’xb (d) s € s €
| e—
”s, A ”+ ~ U(Zz), A ”+
J/Replace A with BC + F LWET
GivenBC+F, --------~ \ Given BC + F and
Ip, xb(d s | s eo s s €
1 1
Cc 1 C
Le] + | U(Z2) Le] + +
| F — 7
: l
N e e - — 4
e flooding noise
_ _ _ _ _ _ Thiscauses superpoly modulus'
’ Ib,Xb (d)

\
, == " rely on
| s = U(Z>) on condition E] fixed. /

= Given (A, As + ey mod q), (lbx,(d),s) =~ U(Z2) = AHB.
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Our proof with polynomial modulus

Given A and Given A and
Ib,x, (d) s € s €
—
”s, A ”Jr T UZe) | A ”Jr
J/Replace AwithBC + F LWET
Given BC + F, Given BC + F and
Io,x, (d) s s € s s €
[——}
Cc
. []E=). o ves [JET] .
» |B F — ' |B F

eo covers Fs completely, Necessary?

CHARM Workshop, IMB, 19/06/2025
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Our proof with polynomial modulus

Given A and Given A and
Ib,x, (d) s € s €
| —
” s ’ A ”+ N U(Z) ’ A ”+
J/Replace A with BC + F LWET
Given BC + F, Given BC + F and
Io,x, (d) s s € s s €
[ —
Cc (o]
s Le ] + + U(Z2) Le] + +
» |B F — ' |B F
eo covers Fs completely, Necessary? No!

CHARM Workshop, IMB, 19/06/2025

AHB of LWE and its cryptographic applications
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Our proof with polynomial modulus

Given A and Given A and
Ib,x, (d) s € s €
—
”s, A ”Jr T UZe) | A ”Jr
J/Replace AwithBC + F LWET
Given BC + F, Given BC + F and
Io,x, (d) s s € s s €
[——}
Cc
”s :|[_]]+ F ”+ e E|[_]]+ F ”+

ey = Fe 1) 5(2) inspired by [BD20] /
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Our proof with polynomial modulus

Given A and Given A and
Ib,x, (d) s € s €
—
”s, A ”Jr T UZe) | A ”Jr
J/Replace AwithBC + F LWET
Given BC + F, Given BC + F and
Io,x, (d) s s € s s €
[——}
Cc
”s :|[_]]+ F ”+ e E|[_]]+ F ”+

ey = Fe 1) 5(2) inspired by [BD20] /

eg) completely

1
1
1
1
| coverss?
1
1
1
1
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Our proof with polynomial modulus

Given A and Given A and
Ib,x, (d) s € s €
—
”s, A ”Jr T UZe) | A ”Jr
J/Replace AwithBC + F LWET
Given BC + F, Given BC + F and
Io,x, (d) s s € s s €
[——}
Cc
”s :|[_]]+ F ”+ e E|[_]]+ F ”+

ey = Fe 1) 5(2) inspired by [BD20] /

eg) completely

1
1
1
1
| coverss?
1
1
1
1

Not Necessary!
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Our proof with polynomial modulus

Given A and Given A and
Ip,x, (d) s € hw(lpx, (d)) > n/8 s €
b »Xp
c 5 " "
” s | a ” + N U(Z) | oa ” +
lReplace Awith BC + F LWET -
Given BC + F, Given BC + F and
Ip,x,, (d) s s € s s €
[—) 1 ) 1
Cc Cc
s u + + U(Z) u + +
» |B F » |B F
ey = re!) + E) ) inspired by [BD20] /
A e |
I,x,,(d) s | s 1 e egz):
> | : | |
s l c ] + - +) rely on
s | F : F 1 1
1 | : 1
| ! v U
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PoQ based on LWE over polynomial modulus

Proofs of Quantumness
based on LWE
over polynomial modulus

& ~L

AHB with
poly modulus
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PoQ based on LWE over polynomial modulus

Proofs of Quantumness
based on LWE
over polynomial modulus

& ~L

< |2
AHB with —
poly modulus G|eo||/q non-negllglble)
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Larger error rate leads to imperfect DCP state

|leo]|/q negligible |leo]|/||e|| non-negligible

Ax

.
Ax + e

10, x0) + [1,%1)

» Generate |0,x) + |1,x+s) » Generate po|0,x) + p1|1,x + s), not
» Do Hadamard measurement, (c, d) close to [0,x) + |1,x +s)
satisfies ¢ = dT(xo ® X1) » Do Hadamard measurement, (¢, d)
overwhelmingly. satisfies c = d ' (xo @ x1) with

probability at least 0.8.
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Can Quantum Computer pass the check?

» Do standard measurement = still (0, o) or (1, X1)
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Can Quantum Computer pass the check?

» Do standard measurement =- still (0, o) or (1,x1)

» Do Hadamard measurement for N times,
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Can Quantum Computer pass the check?

» Do standard measurement =- still (0, o) or (1,x1)

» Do Hadamard measurement for N times,

* c=dT - (xp ®xq) mod 2 with probability at least 0.8.

* Claim a threshold 0.75N.
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PoQ based on LWE over polynomial modulus

Proofs of Quantumness
based on LWE
over polynomial modulus

AHB with —
poly modulus G|eo||/q non-negllglble)
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Key Leasing over Classical Channel [ ]

mpk
1. Generate
2. Generate
mpk, msk pk
pk, sk
3. Encrypt,
getct. 4. Decrypt

ct
@
. . . 5. Delete sk,

Classical generate cert.
Leaser Lessee
T Channel
6. Verify with
cert, msk. cert
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Key Generation [ |

1. Generate 2. Generate
k= (A,b=As+e) [0,x) + [1,x +s)
_
let pk = (A, b,y),
Leaser sk=0,x) +|1,x+s) Lessee
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Key Generation [ |

1. Generate 2. Generate
k= (A,b=As+e) [0,x) + [1,x +s)

_—

letpk = (A, b, y),
Leaser sk=0,%) + |1, x+8) Lessee

Polynomial?
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Key Generation [ 1

1. Generate 2. Generate
k= (A,b=As +e) pol0, X) + pi|1,Xx + s)

.. me= T K andy = Ax + ey.
_
letpk = (A, b, y),

Leaser sk = po|0, x) +p1|1’x+s>Lessee

Polynomial?
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How to encrypt and decrypt? [ ]

> The secret key is of form po0,X) + pr[1,X +8) = 3=, (o 13 Po|b; Xb).
> The ciphertextis of formcty = r" A, cta =r'b,cts =r'y 4+ ¢ + [g/2]m.

(Xbeqo,1) Polb; X))
®|Dec(sk = xp, ct = (cty, ctz + b - ct2)))

|Dec(sk = x, Clok—(A,y) = (cty,ct3))) |Dec(sk = x + s, Clok—(A,b+y) = (cty, ct3 + ct2)))

* This is another noise flooding that causes subexponential reduction loss.
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How to delete? | ]

|0,x) +|1,x+s)

) Hadamard
two keys -~ Measure
o
(b, x + bs) (c,d)

Due to AHB, one getting (c, d)
cannot get either (b, x + bs),
hence cannot decrypt.

Leasor: check
c={(d,J(x)® J(x+s))
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How to delete? | ]

p0|07x>+p1|17x+s>

) Hadamard
two keys -~ Measure
o
(b, x + bs) (c,d)

Due to AHB, one getting (c, d)
cannot get either (b, x + bs),
hence cannot decrypt.

Leasor: check
c={(d,J(x)® J(x+s))

Polynomial?
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How to delete? | ]

p0|07x>+p1|17x+s>

) Hadamard
two keys -~ Measure
o
(b, x + bs) (c,d)

Due to AHB, one getting (c, d)
cannot get either (b, x + bs),
hence cannot decrypt.

c={d,J(x)® J(x+s))
with probability at least 0.8.

Polynomial?

Weigiang Wen (Télécom Paris) AHB of LWE and its cryptographic applications CHARM Workshop, IMB, 19/06/2025



How to delete? | ]

p0|07x>+p1|17x+s>

) Hadamard
two keys -~ Measure
o
(b, x + bs) (c,d)

Due to AHB, one getting (c, d)
cannot get either (b, x + bs),
hence cannot decrypt.

c={d,J(x)® J(x+s))
with probability at least 0.8.

Set a threshold 0.75

Polynomial?
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Polynomial modulus for PoQ and PKE-SKL

Schemes || Assumptions | Modulus |
PoQ in [BCM™18] LWE superpoly
. Random Oracle &
PoQ in [BKVV20] Ring-LWE poly
, Bell’'s inequality
. . +
PoQs in [KMCVY22; KLVY23; BGK™ 23] & (Ring-)LWE poly
PoQ in [PWYZ24] LWE poly
PKE-SKL in [CGJL25a] LWE subexp
PKE-SKL in [PWYZ24] LWE poly
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Future works?

» Adaptive hardcore bit over rings (e.g., Ring-LWE)?
» Adaptive hardcore bit from other assumptions (e.g., group action)?

» Smaller soundness with Extrapolated DCP [BKSW18]:

[0,X) +|1,x+s) +|2,x+28) +--- + |p,x+ ps) for p < q?
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