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❖ Learning with Errors (LWE) is one of the foundational problems in lattice-based cryptography 

❖ Given:   System of  linear equations in  variables modulo , perturbed by unknown random error 
Goal:     Recover solution 

❖ Kirchner and Fouque (2015): 

❖ LWE with narrow error distribution can be solved in subexponential time  
when given enough LWE equations 

❖ Original claim: Subexponential for parameters with  (and )

❖ Herold, Kirshanova, May (2018): Error in proof, can be resolved for  

❖ Common belief: Subexponential complexity is feasible for 

❖ But how to show this?

m n q

m ≈ n q = nΘ(1)

m ≈ n ln n

m ≈ n

Motivation
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Given  and  for unknown  and error A ∈ ℤn×m
q b := ATs + e (mod q) s e
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❖ Dual problem of LWE: Short Integer Solution problem (SIS)  

❖ Essentially: 

❖ Subexponential claim for LWE should also apply to the Wagner step!  

❖ For  and norm bound , we define  as: 

❖ Given:   Uniformly random matrix   
Goal:     Find nonzero 

❖ Underlies security of ML-DSA (Dilithium)  

❖ Contribution: Provable subexponential-time algorithm for  for nontrivial  and only  

❖ Does it also apply to LWE?                                           Not immediately, but we think it’s possible 

❖ Does it affect the concrete security of ML-DSA?       No 

Kirchner-Fouque

LWE

= find many SIS solutions + dual distinguisher

n, m, q ∈ ℕ β > 0 SIS∞
n,m,q,β

A ∈ ℤn×m
q

x ∈ ℤm satisfying Ax = 0 mod q and ∥x∥∞ ≤ β

SIS∞
n,m,q,β β m = n + ω(n/ln ln n)

Let’s zoom in
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Wagner’s algorithm

ω
0 ωmin q/2

no solution hard (?) trivial
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Consider an  instance  

Assuming  is full-rank, can write  for  

 All  are of the form  for some 

 

Strategy: 

1. Sample many  with  small  

2. Iteratively combine so that eventually end up with  with both  and    

SIS∞
n,m,q,β A ∈ ℤn×m

q

A A = [A′￼∣ In] A′￼∈ ℤn×(m−n)
q

↪ x ∈ ℤm satisfying Ax = 0 (mod q) x = ( z
−A′￼z) (mod q) z ∈ ℤm−n

z ∈ ℤm−n ∥z∥∞

x = ( z
−A′￼z) (mod q) ∥z∥∞ ≤ β ∥A′￼z∥∞ ≤ β

Wagner-style algorithm for solving SIS∞
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NB:  need not be short −A′￼z
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Divide the rows of  into  blocks of equal size :

 Parity-check matrices  for  

Iteratively, construct short solutions to  by lifting & combining short solutions to 

A = [A′￼∣ In] ∈ ℤn×m
q r n/r

↪ Ai = [A′￼i ∣ Iin/r] i = 1,…, r

Ai x = 0 (mod q) Ai−1 x = 0 (mod q)

Parity-check perspective
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m→ n

n/r

n/r

A→
1

In/r

n/r

n/r

A↑
2

I2n/r

...

· · ·

InA↑
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⏟|L0 |

Algorithm: 

1. Fill a list  with (random) vectors in  

2. For : 

• Lift each  to  for 

• Combine lifted vectors to construct a new list : 

‣ Search for (unseen)  satisfying 

‣ Add  to   

3. Return 

 consists of solutions to  satisfying  

 short, but are they nonzero?

L0 {−1,0,1}m−n ⊆ ℤm−n

i = 1,…, r

x ∈ Li−1 (x
y) y := − A′￼i x

Li

(x1
y1), (x2

y2) y1 = y2 (mod q)

(x1
y1) − (x2

y2) = (x1 − x2

0 ) (mod q) Li

Lr

Lr Ax = 0 (mod q) ∥x∥∞ ≤ 2r

⟹

Parity-check perspective
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Choice of : 
• Number of possible values of  is 
•

Taking  ensures 

Cost:  

|L0 |
y qn/r

|Li−1 | ≤ 2 |Li | + qn/r

|L0 | = 3rqn/r |Lr | ≥ qn/r

r ⋅ 3rqn/r ⋅ poly(m, n, ln q)

Short

m→ n

n/r

n/r

A→
1

In/r

n/r

n/r

A↑
2

I2n/r

...

· · ·

InA↑
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x1 → Li→1

Lift

x1

y1

x2

y1 y2

↭ Combine

x1-x2

0

↑↓ Add to Li

L↑
i

 was constructed by combining vectors ,  satisfying   

❖ Number of possible values for -part:  
 

Observation: Suffices to combine vectors such that  is short 

Lazy-modulus switching (Albrecht, Faugère, Fitzpatrick, Perret 2014):

❖ Consider  

❖ Combine vectors if 

❖ Number of possible values:  

❖ But… at the cost of a ‘rounding error’ of 

Li (x1
y1) (x2

y2) y1 − y2 = 0 (mod q)

y qn/r

y1 − y2

p < q

⌊ p
q y1⌉ = ⌊ p

q y2⌉ (mod p)

pn/r

∥y1 − y2∥∞ ≤
q
p

Improvement: Lazy-modulus switching
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x1 → Li→1

Lift

x1

y1

x2

y1 y2

↭ Combine

x1-x2

y1-y2

↑↓ Add to Li

L↑
i

 For ,  with  y ∈ ℤ y = q
p ⌊ p

q y⌉+ q
p e |e | ≤ 1

2
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Further generalized by Kirchner and Fouque (2015) and Guo, Johansson, Mårtensson, Stankowski (2017): 

❖ The rounding error  may double in each subsequent iteration  

❖ To balance the accumulation of rounding error: 

❖ Use decreasing moduli   

❖ How to choose the blocksizes ? (Initially ) 

❖ Recall: 

❖ Suffices to choose  for  

❖ To compensate for decreasing : 

❖ Use increasing blocksizes  so that  for all 

            Central to the subexponential complexity of Kirchner-Fouque! 

∥y1 − y2∥∞

p1 ≥ … ≥ pr

b1, …, br n/r

|Li−1 | ≤ 2 |Li | + pbi
i

|L0 | = 3rN N = max
1≤i≤r

pbi
i

pi

b1 ≤ … ≤ br N = pbi
i i

↪

Generalized lazy-modulus switching
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m→ n

b1

b1

A→
1 Ib1

b2

b2

A↑
2 Ib1+b2

...

· · ·

InA↑
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Goal: Find nonzero solution to  satisfying                     (for some )

Parameter selection (for some ): 

❖ Initial list size: 

❖ Moduli:                                                                                                                         for all  

❖ Number of iterations:                                                                                  

❖ Blocksizes:  satisfying                                                                   , so  nonempty

Complexity: 

❖ Note that 

❖ We obtain  

❖ KF algorithm returns a short (but possibly zero) solution to  in time 

❖ Solves  for  and 

Ax = 0 (mod q) ∥x∥∞ ≤ β = q
f f > 1

N

|L0 | = 3rN

pi =
q
2i

⟹ ∥x∥∞ ≤ 2r x ∈ Lr

r = log2(β) − 1 ⟹ 2r ≤ β

bi =
log2 N
log2 pi

∑r
i=1 bi = n ⟹ N = pbi

i Lr

n = ∑r
i=1 bi ≤ ∫ r+1

1
bi di ≤ log2(N) ⋅ (ln ln q − ln ln f )

n ≈ log2(N) ⋅ (ln ln(q) − ln ln( f ))

Ax = 0 (mod q) 2
n

ln ln(q) − ln ln( f ) ⋅ poly(m, n, ln q)

SIS∞
n,m,q,β q = nΘ(1) m ≈ n ln n

Kirchner-Fouque algorithm for SIS∞

9
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Solving  is equivalent to finding a nonzero  of norm  in the following -ary lattice: 
 
 

Consider sequence of -ary lattices  defined by:   
 
       
 
                                  
 
where  

Remarks: 

❖

❖  is a projection of       Can lift vectors in  to vectors in 

SIS∞
n,m,q,β x ∥x∥∞ ≤ β q

q Λ0, Λ1, …, Λr

Λ0 := ℤm−n

Λi := {x ∈ ℤm−n+ni : Ai x = 0 (mod q)} ∀i ∈ {1,…, r}

ni := ∑i
j=1 bj

Λr = Λ⊥
q (A)

Λi−1 Λi ⟺ Λi−1 Λi

Perspective switch: Lattices
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Λ⊥
q (A) := {x ∈ ℤm : Ax = 0 (mod q)}

SIS lattice

m→ n

b1

b1

A→
1 Ib1

b2

b2

A↑
2 Ib1+b2

...

· · ·

InA↑
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Auxiliary superlattices
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Iteratively, construct short vectors in  by lifting & combining short vectors in 

❖ Lifting to  does not preserve shortness

❖ Instead, lift to a denser superlattice  and combine vectors that lie in the same coset modulo 

These full-rank superlattices are defined as:    
 
 

Note: 

 

Writing  for the projection orthogonal to the span of , we have that  is (an embedding of) 

Λi Λi−1:= {x ∈ ℤm−n+ni−1 : Ai−1 x = 0 (mod q)}

Λi

Λ′￼i ⊇ Λi Λi

Λ′￼i = Λi + ({0}m−n+ni−1 × q
pi

ℤbi)

|Λ′￼i /Λi | = pbi
i

π⊥ q
pi

ℤbi π⊥(Λ′￼i) Λi−1

B′￼i :=

0 0 Im−n

0 qIni−1
q
pi

Ibi
0 −A′￼i

Basis of Λi−1

Basis of Λ′￼i
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Algorithm (re-interpreted): 

1. Fill a list  with (random) short vectors in  

2. For : 

• Lift each  to a vector 

• Combine lifted vectors to construct a new list : 

• Search for (unseen) ,  satisfying  

• Add their difference  to    

3. Return 

L0 Λ0

i = 1,…, r

x ∈ Li−1 ⊆ Λi−1 x′￼∈ Λ′￼i

Li

x′￼1 x′￼2 x′￼1 = x′￼2 (mod Λi)

x′￼1 − x′￼2 Li

Lr

Lattice re-interpretation of the Kirchner-Fouque algorithm
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where 
Λi = {x ∈ ℤm−n+ni : Ai x = 0 (mod q)}

ni = ∑i
j=1 bi

Λ0 = ℤm−n

SIS lattice

!→
q (A) = !r !r↑1 · · · !1 !0 = Zm↑n

!↓
1!↓

r↑1!↓
r · · ·

→ → →
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We want to show  contains a short and nonzero vector in  

❖ Seems hard to keep track of the distributions…  

 

Lattice perspective naturally leads us to use the discrete Gaussian toolbox:

❖ Fill the initial list  with discrete Gaussian samples over 

❖ This way, we can control the distributions of the vectors in the lists 

❖ Allowing to: 

❖ Prove that the final samples are short (in -norm) 

❖ And… not concentrated at  

Lr Λ⊥
q (A)

L0 ℤm−n

Li

ℓ∞

0

Our approach

13

Building on a long line of  
provable lattice results
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For a full-rank lattice  and width , define the discrete Gaussian distribution  by:  
 
 
 
 
 
where    
 

 has nice properties when  is sufficiently large! 

Example: Can sample from  (  create initial list ) 

More generally, captured by the smoothing parameter : 

 ‘behaves like’ a continuous Gaussian for all  
 

Convolution lemma (Peikert 2010; Micciancio and Peikert 2013):

If , then  implies  is essentially distributed as .

Λ ⊆ ℝn s > 0 DΛ, s

ρs(x) := exp(−π∥x/s∥2
2)

DΛ, s s

Dℤm−n, s ⟹ L0

η(Λ)

DΛ, s s ≥ η(Λ)

s ≥ η(Λ) X1, X2 ∼ DΛ, s X1 − X2 DΛ, 2s

Discrete Gaussian distribution and smoothness
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Pr
X∼DΛ, s

[X = x] :=
ρs(x)

∑y∈Λ ρs(y)
 if x ∈ Λ

0  otherwise 

Discrete Gaussian distribution  
over  with ℤ2 s = 10

Parameter ε
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Can create a list  of samples from  for sufficiently large 

Given:  List  of samples from   
Goal:    Construct list  of samples from    

Approach: 

1. Lift each  to a vector  
 
 
 

2. Combine lifted vectors ,  that satisfy , and add their difference  to     
 

L0 DΛ0, s0
s0

Li−1 DΛi−1, si−1

Li DΛi, si

x ∈ Li−1 ⊆ Λi−1 x′￼∈ Λ′￼i

x′￼1 x′￼2 x′￼1 = x′￼2 (mod Λi) x′￼1 − x′￼2 Li

One iteration
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• Lifting is done by a variant of the GPV algorithm (similar to Espitau, Wallet, Yu 2023) 
• Can show that the lifted vectors  are essentially distributed as x′￼ DΛ′￼i, si−1

• ‘Bucket-and-combine’ procedure (similar to Aggarwal, Li, Stephens-Davidowitz 2021 and earlier works) 
• Using convolution lemma, can show that each  is essentially distributed as x′￼1 − x′￼2 DΛi, 2si−1 si := 2si−1 = 2is0

Lift
Combine

!i !i→1

!↑
i

→
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❖ The ‘bucket-and-combine’ procedure may create some correlations between the vectors 

❖ We control this using a notion of (conditional) similarity 

❖ Borrowed from Aggarwal, Li, Stephens-Davidowitz (2021)

❖ Allows to measure the pointwise distance of a list vector to an independent discrete Gaussian sample  
conditional on the other vectors in the list 

❖ Parameter : Measures how similar to independent discrete Gaussian samplesε

Hidden details

16
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❖ Start with creating a list  of samples from  

❖ After  iterations, we have created a list  of samples from    

❖ Two final ingredients: 

1. Upper bound on the probability of a discrete Gaussian sample being 

❖ Using a result by Peikert and Rosen (2006) on the min-entropy of the discrete Gaussian distribution  
(provided the width is above smoothing)

2. Tail bound on the infinity norm of a discrete Gaussian sample

❖ Using a lemma by Banaszczyk (1995)  

❖ By taking sufficiently large  (satisfying several smoothing conditions), we can show that with high probability  
an element in  is nonzero and short! 

L0 Dℤm−n, s0

r Lr DΛ⊥
q (A), 2rs0

0

s0
Lr

Wagner-style Gaussian sampler

17

a distribution -similar to ε



Léo Ducas, Lynn Engelberts, Johanna Loyer

Consider  such that  and  is prime. Let  and  be reals.

 

There is an algorithm that solves  for  with success probability   in expected time  

                                                 

                                                  

whenever  for some constant .

For instance,  for  and sufficiently small . (Assuming .)  

This result can be extended to two variants of SIS in the -norm: ISIS and SIS  (for ).

n, m, q ∈ ℕ m = n + ω(n/ln ln n) q = nΘ(1) f > 1 0 < ε ≤ 1
mq4

SIS∞
n,m,q,β β := q

f ln m 1− 1
Ω(n)

T = 2

n/2
ln ln(q) − ln ln( f ln(1/ε)) − O(1) ⋅ poly(m)

ln( f ln(1/ε)) = O(ln(n)c) c < 1

T = 2O( n
ln ln n ) f = polylog(n) ε = 1/poly(n) m = poly(n)

ℓ2
× β := q

f m

Our main result

18
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❖ Dual distinguisher (e.g., Aharonov and Regev (2005)) can distinguish narrow-error LWE from uniform 

❖ Using subexponentially many SIS  solutions 

❖ However, this seems to force taking  instead of  

❖ Then our Gaussian sampler has exponential complexity 

❖ Dependency on  in  is mostly due to smoothing parameter of 

❖ This can possibly be avoided by working with different superlattices 

∞

ε = 2−Ω̃(n) ε = n−Θ(1)

ε 2
n/2

ln ln(q) − ln ln( f ln(1/ε)) − O(1) q
pi

ℤbi

What about LWE?
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❖ Does the subexponential complexity affect the concrete security of ML-DSA (Dilithium)? 

❖ In practice, attacks often run faster than their proven complexity 

❖ We estimated the concrete cost for several ML-DSA parameters 

❖ Removed overhead introduced for provability  
 Should be interpreted as an underestimation of the cost 

❖ However, further fine-tuning may be feasible  

❖ Far less efficient for concrete parameters than standard lattice-reduction attacks 

❖ For example, for NIST security level 2 (corresponding to  classical hash evaluations), our 
underestimation already requires operating and storing more than  vectors

↪

≈ 2128

2269

Concrete security of ML-DSA
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Smallest  (bucket size)  
s.t. attack is ‘successful’

N
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❖ Re-interpretation of the Wagner step in Kirchner and Fouque’s LWE algorithm 

❖ Walking through a chain of projected lattices, zigzagging through auxiliary superlattices  
 
 

❖ Using discrete Gaussian tools to keep control over the distributions and avoid ending up with (too many)  

❖ NB: Much more general than SIS lattices. Can we combine Wagner with other lattice algorithms?

❖ Provable algorithm for nontrivial instances of SIS  in subexponential time 

❖ Reducing the number of samples from  to 

❖ No corollary (yet) for LWE with narrow error distribution 

❖ ML-DSA/Dilithium is not broken 

0

∞

m ≈ n ln n m = n + ω(n/ln ln n)

Conclusion
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!→
q (A) = !r !r↑1 · · · !1 !0 = Zm↑n

!↓
1!↓

r↑1!↓
r · · ·

→ → →



Thank you!
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Wagner’s algorithm provably runs in subexponential time for SIS∞
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