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HAWK

Signature scheme HAWK
 https://hawk-sign.info

 Fast: KeyGen: 3.5ms Sign/Verify: 0.095ms
 Compact: |pub| = 1024 bytes |sig| = 555 bytes
 Hardware friendly: ≤14kiB RAM no float/double

 In second round of NIST’s on-ramp standardization process
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LIP

HAWK is inspired by the lattice isomorphism problem (LIP).

[DvW22] On LIP, quadratic forms, remarkable lattices, and cryptography
 Build crypto from nonrandom lattices.

[BGPS23] Just how hard are rotations of Zn?
 LIP seems hard for Zn.

[DPPvW23] HAWK: Module LIP makes Lattice Signatures Fast, Compact and Simple
 Use module structure over cyclotomic ring.

Does module structure introduce weaknesses?
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Module LIP / HAWK private key recovery

HAWK dodged two bullets:

[GS02,LS19] Gentry–Szydlo algorithm solves rank-1 Module LIP. HAWK: rank 2

[MPPW24,APvW25] solves rank-2 Module LIP if R has ≥ 1 real embedding. HAWK: none

HAWK’s private key can be recovered by:

[JWL+23] having random lattice automorphisms

[CMEPPW25] solving “nrdPIP” in a quaternion algebra (“noncommutative Gentry–Szydlo”)

[This talk] one nontrivial lattice automorphism & solving an easier LIP instance
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Eurasian sparrowhawk by Bart Hoekstra, CC-BY-NC-SA 4.0

HAWK in detail



Hiding Zn 1/3

e1

e2

0

b1b2

0

Transform basis

private public: In

public: B

 Good basis In = [e1, . . . , en] is public!
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Hiding Zn with rotation 2/3

e1

e2

0

b1b2

0

o1

o2

0

b′
1

b′
2

0

Rotate similarly

QR decompose

Transform basis Transform basis

public:
In

private:
B

private:
O

public:
B′ = OB

 Good basis In = [e1, . . . , en] is public!

 Hide In with a rotation s.t. B′ is upper triangular.  floating-points.Ludo Pulles (CWI) 5/27



Hiding Zn with quadratic forms 3/3

Make the embedding implicit by giving the Gram matrix: Q = BTB.

Qij = 〈bi,bj〉 = 〈Obi,Obj〉 = 〈b′
i ,b′

j〉.

Lattice
Λ = B · Zn

Rotated lattice
Λ′ = B′ · Zn

Quadratic form
Q = BTB

QR decompose:
B = QB′, or B′ = QTB

Gram matrix
Gram matrix

Cholesky decompose:
Q = B′TB′

Secret Public

 Public key Q ∈ Zn×n is not compact yet!
Ludo Pulles (CWI) 6/27



Make HAWK Compact Again

Add module structure!

– Replace Zn by R⊕ R, where R = Z[ζ] = Z[X]/(Xn/2 + 1) ∼= Zn/2.
Here, ζ = e2πi/n ∈ C and n is a power of two, e.g. 1024.

– Complex conjugation: r(X) 7→ r∗ = r(ζ) = r(X−1).

– HAWKKeyGen: f,g, F,G ∈ R with small coeffs s.t. fG− gF = 1.

Private 

B = [b1, b2] =
(
f F
g G

)

〈v,w〉 = (v∗w) [0].

Public 

Q = B∗B =

(
b∗
1b1 b∗

1b2
b∗
2b1 b∗

2b2

)

〈x, y〉Q = (x∗Qy) [0] = 〈Bx,By〉.
Ludo Pulles (CWI) 7/27



Make HAWK Compact Again

Add module structure!

– Replace Zn by R⊕ R, where R = Z[ζ] = Z[X]/(Xn/2 + 1) ∼= Zn/2.
Here, ζ = e2πi/n ∈ C and n is a power of two, e.g. 1024.

– Complex conjugation: r(X) 7→ r∗ = r(ζ) = r(X−1).

– HAWKKeyGen: f,g, F,G ∈ R with small coeffs s.t. fG− gF = 1.

Private 

B = [b1, b2] =
(
f F
g G

)

〈v,w〉 = (v∗w) [0].

Public 

Q = B∗B =

(
b∗
1b1 b∗

1b2
b∗
2b1 b∗

2b2

)

〈x, y〉Q = (x∗Qy) [0] = 〈Bx,By〉.
Ludo Pulles (CWI) 7/27



Signing

HAWKSign(B, msg)

1: hash: h← H(salt ‖msg) ∈ {0, 12}
n

2: sample x ∈ R2 near Bh using DGS with σsign.
3: return (salt, s = B−1x)

Signature s ∈ R2 valid iff ‖h− s‖2Q = ‖Bh− x‖2 ≤ nσ2ver.

 Symmetry =⇒ weak forgery s′ = 2h− s:

‖h− s′‖2Q = ‖±(h− s)‖2Q.

 Enforce s− h is “positive”.
 Signature gives 2(s− h) ∈ R2 of small Q-norm!

b1

b2

0

t = Bh

σsign

σver
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Red hawk by VIT DUCKEN from Pixabay

one more SVP

https://pixabay.com/users/ducken99-6930886/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=3032448
https://pixabay.com//?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=3032448


one more SVP

omSVP(σsig, σver)

Given Q & oracle O giving xi ∈ R2 of small Q-norm,
return a “fresh” x̃ ∈ R2 of small Q-norm.

– Round 1 submission: ∀σ ∈ 〈ζ〉, i ∈ [N] : x̃ 6= σ(xi).
– forge HAWK signature =⇒ solve omSVP (in QROM).
 HAWK reduces to trivial omSVP instance:

‖( 10 )‖2Q = ‖f‖2 + ‖g‖2 solves omSVP.
 Sample f,g in B with σpk > 2σver ( larger keys).

Yet, reduction shows sound design.
[LJPW24]: symplectic automorphism trivially solves omSVP.

0

Bx1

Bx2

Bx3

2σsign

2σver
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Symplectic automorphism ω

– Zn is self-dual.
Basis B
QF Q = B∗B

short vector x

 duality←−−→


Dual basis D = B−∗

QF Q−1 = D∗D
short dual vector Qx


– Short primal Bx =

(
z1
z2

)
=

(
fx1 + Fx2
gx1 + Gx2

)
yields different short dual:

(
z∗2
−z∗1

)
=

(
(+G∗) x∗2 + (−g∗)(−x∗1 )
(−F∗) x∗2 + (+f∗)(−x∗1 )

)
= D

(
x∗2
−x∗1

)
= B Q−1

(
x∗2
−x∗1

)
︸ ︷︷ ︸

ωQ(x)

.

– Round 2 submission:
{
“fresh” is ∀σ ∈ 〈ζ, ωQ〉, i ∈ [N] : x̃ 6= σ(xi)
updated: “forging HAWK =⇒ omSVP”

}

Ludo Pulles (CWI) 10/27
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Trivial automorphisms

Are there more easily computable automorphisms?

If so, are they random or not?

Ludo Pulles (CWI) 11/27



Roadmap

1. Having a vector v ∈ R2 with ‖v‖Q ∈ {1,
√
2} solves smLIP.

2. Using a nontrivial lattice automorphism σ,
construct a sublattice Λ′ ⊂ Zn of rank ≤ n/2 and with λ1(Λ

′) ≤
√
2.

3. Heuristically, SVP on Λ′ gives a quadratic speed-up, i.e. halves security comp. to Zn.

+

Given σ, {smLIP, HAWK, omSVP} all become much easier.

Ludo Pulles (CWI) 12/27



Red tailed hawk by sdc140 from Pixabay

1. Near-shortest vector solves smLIP

https://pixabay.com/users/sdc140-10992688/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=3873814
https://pixabay.com//?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=3873814


Framework

For ease of explanation:

– Forget rotation =⇒ work with Zn.
– Forget structure =⇒ see R-module as Z-module:

vec : R→ Z
n
2 , a0 + a1X+ · · ·+ a n

2−1X
n
2−1 7→ (a0,a1, . . . , a n

2−1),

rot : R→ Z
n
2×

n
2 , f 7→

(
vec(f), vec(Xf), . . . , vec(X n

2−1f)
)

– Not 2 automorphisms on lattice Zn (±1), but 2n: GQ = 〈ζ, ωQ〉!

Ludo Pulles (CWI) 13/27
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Trivial lattice automorphisms

Let µ = 〈ζ〉, and ω :

(
z1
z2

)
7→

(
z2∗
−z1∗

)
.

Lemma

The group G = 〈ζ, ω〉

1. acts transitively & freely on the shortest vectors of the lattice R2(∼= Zn),
2. has exactly one element of order 2, namely −1 = ζn/2 = ω2, and
3. is isomorphic to (µ⋊ 〈ω〉)/〈−1〉 ∼= (Cn ⋊ C4)/C2, where ω acts on µ by ζ 7→ ζ−1.

Proof sketch: ωζ

(
x
y

)
=

(
ζ∗ · y∗
−ζ∗ · x∗

)
= ζ−1ω

(
x
y

)
. Hence: (ζ iω)2 = ω2 = −1.

Ludo Pulles (CWI) 14/27
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1. Near-shortest vector solves smLIP

Case 1: ‖v‖Q = 1, Bv =
(±ei

0
)
.

B ζkv =

(
±ek+i
0

)
, B ζkω(v) =

(
0

±ek−i

)
.

=⇒ (v, ωQ(v))∗Q (v, ωQ(v)) = I2
=⇒ Q = C∗C

with C = [v, ω(v)]−1.

Case 2: ‖v‖2Q = 2

Example: Bv = z =
(
1− ζn/4

0

)
.

Then: z+ ζn/4z =
(
1− ζn/2

0

)
=

(
2
0

)
,

so z+ζn/4z
2 has norm 1.

General case: Write z = z1 + σ(z1) with
‖z1‖ = 1, σ ∈ G.

z+ σ(z) + · · ·+ σ
ord(σ)
2 −1(z) = 2z1.
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Falcon by Radovan Zierik from Pixabay

2. Given σ, construct low-rank lattice

https://pixabay.com/users/rzierik-16088724/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=5570683
https://pixabay.com//?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=5570683


Definition of automorphism

An automorphism σ is represented by:

(usual) Bijection f : Λ→ Λ preserving inner product:

∀x, y ∈ Λ: 〈f(x), f(y)〉 = 〈f(x), f(y)〉.

(rotation) Orthonormal O ∈ O(n) s.t.

O · Λ = Λ.

(transform) Unimodular U ∈ Zn×n s.t.

∀x, y ∈ Zn : 〈BUx,BUy〉 = 〈Bx,By〉.

(QF) Unimodular U ∈ Zn×n s.t.

UTQU = Q.

Ludo Pulles (CWI) 16/27



Definition of automorphism

An automorphism σ is represented by:

(usual) Bijection f : Λ→ Λ preserving inner product:

∀x, y ∈ Λ: 〈f(x), f(y)〉 = 〈f(x), f(y)〉.

(rotation) Orthonormal O ∈ O(n) s.t.

O · Λ = Λ.

(transform) Unimodular U ∈ Zn×n s.t.

∀x, y ∈ Zn : 〈BUx,BUy〉 = 〈Bx,By〉.

(QF) Unimodular U ∈ Zn×n s.t.

UTQU = Q.

Ludo Pulles (CWI) 16/27



2. Construct low-rank lattice (1/4)

Idea: Suppose σ : Z3 → Z3, (x1, x2, x3) 7→ (x2, x3, x1). Then:

Λ1 = ker(σ − 1) = {x ∈ Z3 |σ(x) = x} = {(x, x, x) ∈ Z3 | x ∈ Z}
Λ2 = ker(1+ σ + σ2) = = {(x1, x2, x3) ∈ Z3 | x1 + x2 + x3 = 0}

Although Λ1 + Λ2 6= Z3, we have Λ1 ⊥ Λ2 and rk(Λ1) + rk(Λ2) = 3.

Case 1: σ 6∈ 〈ζ, ω〉 of prime order p > 2

– σ permutes e1, . . . , en, and may add sign, e.g. e1 7→ −e2.
– σ (modulo sign) partitions {1, 2, . . . ,n} into sets of length 1 or p.
– There is at least one 1-cycle (p ∤ n), and at least one p-cycle (ord(σ) = p).
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2. Construct low-rank lattice (2/4)

Given: σ 6∈ 〈ζ, ω〉 of prime order p > 2.

p-cycle: assume (WLOG) σ : e1 7→ e2 7→ · · · 7→ ep 7→ e1

Λ1 = ker(σ − 1) = {(x, . . . , x) ∈ Zp|x ∈ Z} ∼=
√
pZ,

Λ2 = ker(1+ σ + · · ·+ σp−1) = {(x1, . . . , xp) ∈ Zp|x1 + · · ·+ xp = 0} ∼= Ap−1.

1-cycle: σ(e1) = e1

Λ1 = ker(σ − 1) = Z,

Λ2 = ker(1+ σ + · · ·+ σp−1) = {0}.

+Λ1 ∼= Za ⊕
√
pZc, Λ2 ∼= Acp−1.

Moreover, rk(Λ1) + rk(Λ2) = n, Λ1,Λ2 6= {0} and λ1(Λ1) = 1, λ1(Λ2) =
√
2.
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2. Construct low-rank lattice (2/4)
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2. Construct low-rank lattice (3/4)

Case 2: σ 6∈ 〈ζ, ω〉 of order 2

Alternative “1-cycle”: σ : ei 7→ −ei, but not all (σ 6= ±1).

Λ1 = ker(σ − 1) = {0},
Λ2 = ker(σ + 1) = Z.

+Λ1 ∼= Za ⊕
√
2Zc, Λ2 ∼= Zb ⊕ Ac1 ∼= Zb ⊕

√
2Zc.

Moreover, rk(Λ1) + rk(Λ2) = n, Λ1,Λ2 6= {0} and λ1(Λ1) = 1, λ1(Λ2) ≤
√
2.
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2. Construct low-rank lattice (4/4)

Case 3: σ 6∈ 〈ζ, ω〉 of non-prime order

– Compute order of σ using char. poly.
– If odd p | ord(σ), use Case 1 on σord(σ)/p.
– If −1 6∈ 〈σ〉, use Case 2 on σord(σ)/2.
– Otherwise, try using Case 3 on τ = g ◦ σ for g ∈ G.
Transitivity =⇒ ∃g ∈ G : g(σ(e1)) = e1 so then −1 6∈ 〈τ〉.
Since −1 fixes no shortest vectors, −1 6∈ 〈τ〉.

From Λ1,Λ2 pick the one of lowest rank: ≤ n/2.
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Northern harrier by Iulian Ursache from Pixabay

3. Unusual-SVP heuristics

https://pixabay.com/users/iulian_ursache-17029687/?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=5515485
https://pixabay.com//?utm_source=link-attribution&utm_medium=referral&utm_campaign=image&utm_content=5515485


Unusual-SVP

Random lattice: λ1(Λ) = GH(n) ≈
√
n/(2πe) “average”.

Integer lattice: λ1(Zn) = 1 unusually short!

Zk,Λ1,Λ2 (of rank k):
GH /λ1 ≥ Ω(

√
k)

unusually short!

Extremely short vectors are more easily found in lattice reduction.
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BKZ-reduction heuristics
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Fig. 1: BKZ with blocksize 38 recovers shortest vector in π90(Λ).
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3. Unusual-SVP heuristics

Our constructed lattice Λ′ ⊂ Zn:

 is sparser than Zn (Vol(Λ′) ≥ 1)
 has shortest vector of length ≤

√
2

 is of rank k ≤ n/2

Heuristically:

– BKZ with blocksize β ≈ n/2 recovers shortest vector in Zn.
– BKZ with blocksize β = k/2+ 1 recovers shortest vector in Λ′.

 Runtime of BKZ is exponential in β.

 Using σ, runtime goes down from 2cn/2 to 2cn/4!
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Conclusion

 An automorphism speeds up solving smLIP quadratically. 

World 1: HAWK is insecure

 Find nontrivial lattice automorphism σ

– If lucky, ker(σ − 1) is low-rank lattice
 SVP is easier
 Recoverpriv (up to automorphism)

World 2: HAWK is secure

 It’s infeasible to find any lattice
automorphism other than 〈ζ, ωQ〉.

 omSVP is not trivially won with another
trivial automorphism.
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Osprey & fish by Andy Morffew from PxHere

Bonus: random automorphism

https://pxhere.com/en/photo/268598


Bonus: random automorphism

Given: uniformly random lattice automorphism σ.

Modulo signs,
σ (mod ±) ∼ U(Sn) .

Expectations or combinatorics

– Eσ [#{i : σ(ei) = ±ei}] = nPσ [σ(1) = 1] = n · 1n = 1.
– Similarly, Eσ [#k-cycles] =

(n
k
)
· (k−1)···2·1
n(n−1)···(n−k+1) = 1/k.

– Eσ [#cycles] =
∑n

k=1 1/k ≈ log(n).

Run (provable) SVP on ker(σ − 1) in poly(n):

E
σ
[rk(ker(σ − 1))] ≈ log(n).
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Small caveat

Note: every cycle e1 7→ e2 · · · ep 7→ ±e1 has a “sign” of −1 if e1 7→ · · · 7→ −e1, else +1.

 ker(σ − 1) contains exactly all +1-sign cycles.

=⇒ prob. 50% a k-cycle contributes
√
kZ to ker(σ − 1) (as direct summand).

Derangements

Fact: #{π ∈ Sn | ∀i : π(i) 6= i} = bn!/ee (0, 1, 2, 9, 44, 265, 1854, 14833, 133496, . . .).

Pσ [∀i : σ(ei) 6= ±ei] ≈ 1/e.

Thus σ or −σ has a fixed point with prob. 1− 1/e =⇒ λ1(ker(σ ± 1)) = 1.

Otherwise, apply unique τ ∈ 〈ζ, ω〉 such that (τ ◦ σ)(e1) = e1.
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Thank you!

Questions?

e.g. what is Pσ

[
〈ζ, ω, σ〉 = {±1}n ⋊ Sn

]
?

 https://ia.cr/2025/928
 lnp@cwi.nl
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