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Roadmap

▶ LWE, DCP, and EDCP
▶ Prior work: reductions between LWE and DCP/EDCP.
▶ Kuperberg’s subexponential algorithm for DCP
▶ Main result: Quasipolynomial time Algorithm for EDCP
▶ (Non-)impact on LWE
▶ Open questions/future work
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Background – LWE

Learning with Errors problem (LWEm
n,q,χ)

Let m ≥ n, q ≥ 2 be integers and χ be a distribution on Zq. Given m
samples

{(ai , ⟨ai , s⟩+ ei)}mi=1

where s ∈ Zn
q is fixed, ai ←$ Zn

q and ei ←$ χ, find the secret s.

Am

n

b

,
= A

s
e+

Common (“standard”) parameters: q = poly(n), m = n log q, χ = DZ,αq
where α =

√
n/q.

▶ Denoted LWEn,q,α.
▶ Best known algorithms take exponential time.
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Background – DCP

Dihedral Coset Problem (DCPl
N)

Let N ≥ 2. Given l quantum states (“samples”)

{|0, xi⟩+ |1, xi + s mod N⟩}li=1

where s ∈ ZN is fixed and xi ←$ ZN , find s.

Example
Let N = 8, s = 3.

1
j = 0

x = 0 1 2 3 4 5 6 7
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Background – Extrapolated Dihedral Coset Problem (EDCP)

Extrapolated Dihedral Coset Problem EDCPl
n,q,χ [Bra+18]

Let n, q ∈ N and χ be a (discrete) distribution. Given l states of the form ∑
j∈Supp(χ)

χ(j) |j⟩ |xi + j · s mod q⟩


l

i=1

where s ∈ Zn
q is fixed and xi ←$ Zn

q, find s.

Most common distributions:
▶ Gaussian distribution (G-EDCP).
▶ Bounded uniform distribution (U-EDCPn,q,M with 2 ≤ M ≤ q).

Samples:
M−1∑
j=0
|j⟩ |xi + j · s mod q⟩ .

▶ G-EDCP and U-EDCP computationally equivalent [Bra+18].

5 / 22



Background – Extrapolated Dihedral Coset Problem (EDCP)

Extrapolated Dihedral Coset Problem EDCPl
n,q,χ [Bra+18]

Let n, q ∈ N and χ be a (discrete) distribution. Given l states of the form ∑
j∈Supp(χ)

χ(j) |j⟩ |xi + j · s mod q⟩


l

i=1

where s ∈ Zn
q is fixed and xi ←$ Zn

q, find s.

Most common distributions:

▶ Gaussian distribution (G-EDCP).
▶ Bounded uniform distribution (U-EDCPn,q,M with 2 ≤ M ≤ q).

Samples:
M−1∑
j=0
|j⟩ |xi + j · s mod q⟩ .

▶ G-EDCP and U-EDCP computationally equivalent [Bra+18].

5 / 22



Background – Extrapolated Dihedral Coset Problem (EDCP)

Extrapolated Dihedral Coset Problem EDCPl
n,q,χ [Bra+18]

Let n, q ∈ N and χ be a (discrete) distribution. Given l states of the form ∑
j∈Supp(χ)

χ(j) |j⟩ |xi + j · s mod q⟩


l

i=1

where s ∈ Zn
q is fixed and xi ←$ Zn

q, find s.

Most common distributions:
▶ Gaussian distribution (G-EDCP).

▶ Bounded uniform distribution (U-EDCPn,q,M with 2 ≤ M ≤ q).
Samples:

M−1∑
j=0
|j⟩ |xi + j · s mod q⟩ .

▶ G-EDCP and U-EDCP computationally equivalent [Bra+18].

5 / 22



Background – Extrapolated Dihedral Coset Problem (EDCP)

Extrapolated Dihedral Coset Problem EDCPl
n,q,χ [Bra+18]

Let n, q ∈ N and χ be a (discrete) distribution. Given l states of the form ∑
j∈Supp(χ)

χ(j) |j⟩ |xi + j · s mod q⟩


l

i=1

where s ∈ Zn
q is fixed and xi ←$ Zn

q, find s.

Most common distributions:
▶ Gaussian distribution (G-EDCP).
▶ Bounded uniform distribution (U-EDCPn,q,M with 2 ≤ M ≤ q).

Samples:
M−1∑
j=0
|j⟩ |xi + j · s mod q⟩ .

▶ G-EDCP and U-EDCP computationally equivalent [Bra+18].

5 / 22



Background – Extrapolated Dihedral Coset Problem (EDCP)

Extrapolated Dihedral Coset Problem EDCPl
n,q,χ [Bra+18]

Let n, q ∈ N and χ be a (discrete) distribution. Given l states of the form ∑
j∈Supp(χ)

χ(j) |j⟩ |xi + j · s mod q⟩


l

i=1

where s ∈ Zn
q is fixed and xi ←$ Zn

q, find s.

Most common distributions:
▶ Gaussian distribution (G-EDCP).
▶ Bounded uniform distribution (U-EDCPn,q,M with 2 ≤ M ≤ q).

Samples:
M−1∑
j=0
|j⟩ |xi + j · s mod q⟩ .

▶ G-EDCP and U-EDCP computationally equivalent [Bra+18].
5 / 22



Prior work

LWEm
n,q,1/poly(n) DCPpoly(n)

qn

EDCPpoly(n)
n,q,M

1

2

3
4

1. [Reg04]: LWEm
n,q,1/poly(n) ≤ DCPpoly(n)

qn .

2. [Bra+18]: LWEΩ(n log q)
n,q,α ≤ EDCPl

n,q,M where M · l ≈ 1/(α · n log q).
3. [Bra+18]: EDCPl

n,q,M ≤ LWEl
n,q,α where α ≈ 1/M.

4. [Bra+18; Dol20]: EDCPl
n,q,M ≤ DCPΘ(l)

qn .
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Kuperberg’s Algorithm

Quantum Fourier Transformation (QFT)
Let q ≥ 2 be an integer and denote ωq := exp(2πi/q). The QFT over Zn

q
of an input state |x⟩ is

QFTqn |x⟩ = (1/qn/2)
∑

y∈Zn
q

ω⟨x, y⟩
q |y⟩ .
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Kuperberg’s algorithm

1. Input DCP samples of the form

|0, xi⟩+ |1, xi + s mod N⟩

where s ∈ ZN is fixed and xi ←$ ZN .

2. Quantum Fourier Transformation over ZN on second register
1√
N

∑
y∈ZN

(ωyxi
N |0, y⟩+ ω

y(xi +s)
N |1, y⟩).

3. Measure the second register

|ψy ⟩ = 1√
2

(|0⟩+ ωys
N |1⟩),

where y is known classically.
4. Tensor two such states |ψy1⟩ , |ψy2⟩, we get

|ψy1⟩ ⊗ |ψy2⟩ = 1
2(|0, 0⟩+ ωy1s

N |1, 0⟩+ ωy2s
N |0, 1⟩+ ω

(y1+y2)s
N |1, 1⟩)
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Kuperberg’s Algorithm

5. Apply Controlled NOT (CNOT) gate on the second register

1
2(|0, 0⟩+ ωy1s

N |1, 1⟩+ ωy2s
N |0, 1⟩+ ω

(y1+y2)s
N |1, 0⟩)

= 1√
2

(|ψy1+y2 , 0⟩+ ωsy2
N |ψy1−y2 , 1⟩)

6. Measuring the second register

|ψy1±y2⟩ ∝ |0⟩+ ω
(y1±y2)s
N |1⟩ ,

each outcome occurs with probability 1/2.
7 Since we know y1, y2 classically, our goal is to use this combination

procedure to create this following state:

|ψ2n−1⟩ ∝ |0⟩+ (−1)s |1⟩

Measurement of this state in |±⟩ basis gives the parity of s.
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Kuperberg’s algorithm

Kuperberg’s algorithm [Kup05]
Let N be a power of two and n = log2 N. Kuperberg’s sieve solves the
DCPl

N problem in time 2O(√n) when l = 2O(√n).
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This work

Main theorem
Let q = poly(n) be a power of two, 2 ≤ M ≤ q. There is an algorithm
that solves U-EDCPl

n,q,M in time 2O(log2 n) when l = 2O(log2 n).

Definition: U-EDCPl
n,q,M

Define ωq := exp(2πi/q). Given l samples of the form
yi ,

M−1∑
j=0

ωj⟨yi , s⟩
q |j⟩


l

i=1

where s ∈ Zn
q is fixed, yi is uniform in Zn

q and known, find s.

Lemma
U-EDCPl

n,q,M ≤ U-EDCPl
n,q,M .
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The algorithm for M = 2

Lemma
U-EDCPl

n,q,M ≤ U-EDCPl
n,q,M .

Proof:
Given U-EDCP samples

∑
j |j⟩ |x + j · s mod q⟩:

1. Do a QFT over Zn
q on the second register:∑

y∈Zn
q

∑
j
ω⟨y, x+j·s⟩

q |j⟩ |y⟩ .

2. Measure |y⟩: ∑
j
ω⟨y, x+j·s⟩

q |j⟩ =
∑

j
ω⟨y, x⟩

q ωj⟨y, s⟩
q |j⟩

=
∑

j
ωj⟨y, s⟩

q |j⟩ .

3. Output (y,
∑

j ω
j⟨y, s⟩
q |j⟩).
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The algorithm for M = 2

Lemma
Given n + 1 samples (yi , |ψi⟩) of U-EDCPn,q,2 there is a polynomial-time
algorithm that outputs one sample of U-EDCPn,q/2,2 (with the same s)
with constant probability.

Proof:
1. Tensor input states:

n+1⊗
k=1
|ψk⟩ =

n+1⊗
k=1

(
|0⟩+ ω⟨yk , s⟩

q |1⟩
)

=
∑

j∈Zn+1
2

ω⟨Y·j, s⟩
q |j⟩

where Y = (y1, . . . , yn+1) ∈ Zn×(n+1)
q .

2. Compute Y · j mod 2 in a new register and measure to get some
b ∈ Zn

2: ∑
j∈Zn+1

2 : Y·j=b mod 2
ω⟨Y·j, s⟩

q |j⟩ .
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(
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q |1⟩
)

=
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j∈Zn+1
2

ω⟨Y·j, s⟩
q |j⟩
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The algorithm for M = 2

3. Recall yk ←$ Zn
q. Then Y (mod 2) ∈ Zn×(n+1)

2 has full rank with
constant probability:

{j ∈ Zn+1
2 : Y · j = b mod 2} = {j0, j1}.

4. So we have:

ω⟨Y·j0, s⟩
q |j0⟩+ ω⟨Y·j1, s⟩

q |j1⟩ = |0⟩+ ω⟨Y(j1−j0), s⟩
q |1⟩ .

5. Since Y(j1 − j0) = 0 mod 2, we have

|0⟩+ ω
⟨y′, s⟩
q/2 |1⟩

where 2y′ = Y(j1 − j0) mod q.

Denote this by: U-EDCPn+1
n,q,2 → U-EDCP1

n,q/2,2.
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The algorithm for M = 2

Proof (Main theorem for M = 2):

U-EDCPl
n,q,2 → U-EDCPl/(n+1)

n,q/2,2 → · · · → U-EDCPn
n,2,2.

1. If l = nO(log q) = 2O(log2 n) then we find n samples of U-EDCPn,2,2
w.h.p:

{|0⟩+ (−1)⟨yk , s⟩ |1⟩}nk=1.

2. Measure each in the Hadamard basis (|±⟩ := (|0⟩ ± |1⟩)/
√

2) to learn
⟨yk , s⟩ mod 2.

3. Use Gaussian elimination to recover s̄ := s mod 2 (with constant
probability).

4. Process fresh U-EDCP samples by |j⟩ |x + j · s⟩ 7→ |j⟩ |x + j · s− j · s̄⟩.
5. Convert to U-EDCP samples:

|0⟩+ ω⟨yk , s−s̄⟩
q |1⟩ = |0⟩+ ω

⟨yk , s′⟩
q/2 |1⟩

where 2s′ = s− s̄ mod q.
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The algorithm for general M

Lemma (U-EDCP self-reduction) [Dol20]
Let M ′ ≤ M. There is a polynomial time reduction from U-EDCPl

n,q,M to
U-EDCPΘ(l)

n,q,M′ that succeeds with constant probability.

Proof (Main theorem for general M):

Reduce U-EDCPl
n,q,M to U-EDCPΘ(l)

n,q,2.

16 / 22



The algorithm for general M

Lemma (U-EDCP self-reduction) [Dol20]
Let M ′ ≤ M. There is a polynomial time reduction from U-EDCPl

n,q,M to
U-EDCPΘ(l)

n,q,M′ that succeeds with constant probability.

Proof (Main theorem for general M):

Reduce U-EDCPl
n,q,M to U-EDCPΘ(l)

n,q,2.

16 / 22



The algorithm for general M

Lemma (U-EDCP self-reduction) [Dol20]
Let M ′ ≤ M. There is a polynomial time reduction from U-EDCPl

n,q,M to
U-EDCPΘ(l)

n,q,M′ that succeeds with constant probability.

Proof (Main theorem for general M):

Reduce U-EDCPl
n,q,M to U-EDCPΘ(l)

n,q,2.

16 / 22



Algorithm also applies for S |LWE⟩

Solve S |LWE⟩ [CLZ22; Che+23]]
On input parameters m, n, q and a function χ : Zq → C, the
S |LWE⟩n,m,q,χ problem consists of m input states:{ ∑

ei ∈Zq

χ(ei) |⟨ai , s⟩+ ei mod q⟩
}

m
i=1,

where ai ∈ Zn
q are uniformly distributed and known classically, and asks to

recover the secret s ∈ Zn
q.

S |LWE⟩ln,q,r ≤ G-EDCPl
n,q,σ ≤ U-EDCPO(l)

n,q,M

where σ = q/r and M = c · σ.

17 / 22



Impact on LWE

LWE to U-EDCP reduction (adapted from [Bra+18])
Let q = poly(n), m ≥ n log q. There is a probabilistic quantum reduction
from LWEm

n,q,α to U-EDCPl
n,q,M where

M · l < 1/(α · poly(n)).

▶ LWEn,q,α Gaussian error distribution Dαq has standard deviation αq.
▶ M · l < 1/(α · poly(n))⇒ αq < q/(M · l · poly(n)).
▶ If q < M · l ⇔ l > q/M then αq < 1/poly(n) so the LWE problem is

trivial!
Open questions:

1. Is there a (subexponential) algorithm for U-EDCP using only l << q
samples?

2. Is there a more efficient reduction yielding 2O(log2 n) samples for
non-trivial LWE problems?
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Complexity of EDCP

#Shifts (M)

#Samples (l)

M = 2 poly(n) q/c q − c M = q

poly(n)

2Ω(log2 n)

2Ω(√
n)

exp(n)

Folklore, [Reg04; Kir20])

2O(√
n)

[Kup05; Reg10; Dol20]

poly(n)

This work,
[AG11]

poly(n)
This work,

[AG11],
[CLZ22]

poly(n)
Folklore,
[CD07]
[Kir20]

Figure: Complexity of U-EDCP.

This algorithm applies. This algorithm
outperforms previous algorithms.
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Future work

1. Extend to a q which is not a power-of-2 ? Modulus-switching?

2. New version of algorithm which takes advantage of additional shifts?
(Between 2 and q/c?)

3. Is there any connection between Ring-LWE and some variant of
EDCP?
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