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LWE, DCP, and EDCP

Prior work: reductions between LWE and DCP/EDCP.
Kuperberg's subexponential algorithm for DCP

Main result: Quasipolynomial time Algorithm for EDCP
(Non-)impact on LWE
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Background — LWE

Learning with Errors problem (LWE' )

n,q,x
Let m > n, g > 2 be integers and x be a distribution on Zg. Given m
samples

{(ai, (ai, s) + &)}y

where s € Zg is fixed, a; <$ ZZ and e <5 x, find the secret s.
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Learning with Errors problem (LWE' )

n,qg,x
Let m > n, g > 2 be integers and x be a distribution on Zg. Given m
samples
{(ai, (@i, s) + &)}y

where s € Zg is fixed, a; <$ ZZ and e <5 x, find the secret s.

n

mi A :AH+

Common (“standard") parameters: g = poly(n), m = nlogq, x = Dz aq
where a = v/n/q.
» Denoted LWE,, 4 «-

P> Best known algorithms take exponential time.
3/22



Background — DCP

Dihedral Coset Problem (DCP}))
Let N > 2. Given / quantum states (“samples”)

{|0,X,'> I |1,X,' + s mod N) ;:1

where s € Zy is fixed and x; <$ Zy, find s.
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Let N =8, s = 3.
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Background — DCP

Dihedral Coset Problem (DCP}),)
Let N > 2. Given / quantum states (“samples”)

{10, x;) 4 |1, x; + s mod N)}_,

where s € Zy is fixed and x; <$ Zy, find s.

| A\

Example
Let N =38, s =3. Measure: (0,1), |1,6), |1,2).

x=0 12 3 45 6 7

e
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Background — Extrapolated Dihedral Coset Problem (EDCP)

Extrapolated Dihedral Coset Problem EDCP! [ ]

n,q,X

Let n,q € N and x be a (discrete) distribution. Given / states of the form

I
{ > X(I')|J'>|Xf+f'5m0dCI>}
i=1

J€Supp(x)

where s € Zg is fixed and x; <$ Zg, find s.
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Extrapolated Dihedral Coset Problem EDCP! [ ]

n,q,X

Let n,q € N and x be a (discrete) distribution. Given / states of the form

I
{ > X(I')|J'>|Xf+J"5m0dCI>}
i=1

J€Supp(x)

where s € Zg is fixed and x; <$ Zg, find s.

Most common distributions:
» Gaussian distribution (G-EDCP).
» Bounded uniform distribution (U-EDCP,, 4 p with 2 < M < q).
Samples:

M—1
lj) |xi +Jj - s mod q) .
j=0
» G-EDCP and U-EDCP computationally equivalent [Bra+18].
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poly(n)

|
EDCPPY(Y)

‘ I'WEnm,q,l/ poly(n)

6/22



poly(n)
EDCPP(")
?q’

< DCpPv(m
qn .

‘ LWET ,q,1/poly(n) | =7

1. [Reg04] LWEn .q,1/poly(n)
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n,q,1/poly(n) | — > DCngly(n)
X&
EDCPP(")
’q’

1. [Reg04]: LWEI 1/ o1v(m < DCPEM(.
2. [Bra+18]: LWESX{r'e9) < EDCP}, 1y where M-/ ~ 1/(a - nlog q).

n,q,«

‘ LWE™

6/22



DCPPOIy(n)
q"
X&
\
EDCPP(")
?q’

1. [Reg04]: LWEI 1/ o1v(m < DCPEM(.
2. [Bra+18]: LWESX{r'e9) < EDCP}, 1y where M-/ ~ 1/(a - nlog q).

n,q,«

3. [Bra+18]: EDCP}, s < LWE], ., where o ~ 1/M.
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1. [Reg04]: LWEI 1/ o1v(m < DCPEM(.

2. [Bra+18]: LWESX{r'e9) < EDCP}, 1y where M-/ ~ 1/(a - nlog q).
3. [Bra+18]: EDCP}, s < LWE], ., where o ~ 1/M.

4. [Bra+18; Dol20]: EDCP), , \y < DCPo".
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Kuperberg’s Algorithm

Quantum Fourier Transformation (QFT)

Let g > 2 be an integer and denote wy := exp(27i/q). The QFT over Zg
of an input state |x) is

QFTgn [x) = (1/g™2) D wit¥ ly) .

YEZG
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Kuperberg’s algorithm

1. Input DCP samples of the form
0, x;) + |1, x; + s mod N)

where s € Zy is fixed and x; <$ Zy.
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Kuperberg’s algorithm

1. Input DCP samples of the form
0, x;) + |1, x; + s mod N)

where s € Zy is fixed and x; <$ Zy.
2. Quantum Fourier Transformation over Zy on second register
1
— X100 +w ylits) |1
7 > (wr'o,y) I1,7))-

Y€E€ZpN

3. Measure the second register

¥y} = —5(10) +wy 11));

7

where y is known classically.
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Kuperberg’s algorithm

1. Input DCP samples of the form
0, x;) + |1, x; + s mod N)

where s € Zy is fixed and x; <$ Zy.
2. Quantum Fourier Transformation over Zy on second register
1

T 2 R 0,) 4w L),
YE€LZN

3. Measure the second register

1 Js
[¥y) = \ﬁ(\@ +wp' 1),

where y is known classically.
4. Tensor two such states [thy,) , [y,), we get

1 s S
() @ [ty2) = 5(10,0) + g™ [1,0) + wy[0, 1) + Wi 1L,1))
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Kuperberg’s Algorithm

5. Apply Controlled NOT (CNOT) gate on the second register

]. s s S
5(10,0) + i1, 1) + i 0,1) + oy 7]1,0))

1
N ﬁ(hb}ﬁ-i-}/zv 0) +wN2 ‘wyl Y 1)
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Kuperberg’s Algorithm

5. Apply Controlled NOT (CNOT) gate on the second register
1 s
5(10,0) + i1, 1) + i 0,1) + oy 7]1,0))

1

N ﬁ(|¢}/1+}/270> +wN2 ‘wyl Y 1)

6. Measuring the second register

+y)s
[Wyry,) o [0) + w2 1)

each outcome occurs with probability 1/2.
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Kuperberg’s Algorithm

5. Apply Controlled NOT (CNOT) gate on the second register
1 s
5(10,0) + i1, 1) + i 0,1) + oy 7]1,0))

1

N ﬁ(|¢}/1+}/270> +wN2 ‘wyl Y 1)

6. Measuring the second register
+
ytye) o 10) + wiy 2% 1),

each outcome occurs with probability 1/2.

7 Since we know y1, y» classically, our goal is to use this combination
procedure to create this following state:

[$h2n-1) o< [0) + (=1)° |1)

Measurement of this state in |£) basis gives the parity of s.
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Kuperberg’s algorithm

Kuperberg's algorithm |

Let N be a power of two and n = log, N. Kuperberg's sieve solves the
DCP), problem in time 20(v7) when | = 20(v),
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This work

Let g = poly(n) be a power of two, 2 < M < q. There is an algorithm
that solves U—EDCPL,qVM in time 200°€” ) \yhen | = 20(log” )

v

Definition: U-EDCP,,

Define wq := exp(2mi/q). Given | samples of the form

M-1 !
vi, Z w{q<y,-,5> 1)
i=t i=1

where s € Zg is fixed, y; is uniform in ZZ and known, find s.
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Let g = poly(n) be a power of two, 2 < M < q. There is an algorithm
that solves U- EDCPn,qu in time 200°€” ) \yhen | = 20(log” )

Definition: U-EDCP,, .

Define wq := exp(27i/q). Given | samples of the form

M-1 !
vi, Z wé<y,-,5> 1)
i=t i=1

where s € ZZ is fixed, y; is uniform in ZZ and known, find s.

I
|

U-EDCP}, , yy < U- EDCanM
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The algorithm for M =2

IERED
U-EDCP;, , y < U-EDCP,, _ 4.

Proof:
Given U-EDCP samples >, |j) [x +j - s mod g):
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The algorithm for M =2

U-EDCP], , s < U-EDCP EDCanM \

Proof:
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YEZG

2. Measure |y):
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J
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The algorithm for M =2

U-EDCP], , s < U-EDCP EDCanM \

Proof:
Given U-EDCP samples >, |j) [x +j - s mod g):
1. Do a QFT over Zg on the second register:

DD w1 y).

YEZG

2. Measure |y):

Z (y, x+js) Zwyx >
J
-y,
J

3. Output (y,>; uJ{,<y’S> i))-
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The algorithm for M =2

Given n+ 1 samples (yj, [1;)) of U-EDCP, 42 there is a polynomial-time
algorithm that outputs one sample of U-EDCP,, ;> » (with the same s)
with constant probability.
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The algorithm for M =2

Given n+ 1 samples (yj, [1;)) of U-EDCP, 42 there is a polynomial-time
algorithm that outputs one sample of U-EDCP,, ;> » (with the same s)
with constant probability.

Proof:
1. Tensor input states:

n+1 n+1

@ ) = @ (10) +we 1)) = > WM i)
k=1 k=1 jezgtt
where Y = (y1,...,¥nt1) € ZZX("H).

2. Compute Y - jmod 2 in a new register and measure to get some
b € Z5:
Y )
> B9
J€Z5™: Y-j=b mod 2
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The algorithm for M =2

3. Recall yx «$Z7. Then Y (mod 2) € Z5 (™) has full rank with
constant probability:

ezt Y-j=bmod2} = {jo,i1}-
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The algorithm for M =2

3.

Recall yx «$Z2. Then Y (mod 2) € Z5 """ has full rank with
constant probablllty

{ie Z"+1 Y -j=bmod 2} = {jo,j1}-

So we have:

YJo, lio) + Yn, Miz) = |0) +wéY(jl—jo),5) 11).

Since Y(j1 — jo) = 0 mod 2, we have
0) + w5 [1)
where 2y’ = Y(ji — jo) mod g.

Denote this by: U-EDCP, 5, — U-EDCP,, /5.
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The algorithm for M =2

Proof (Main theorem for M = 2):
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1. If | = nOllogq) — 20(log”n) then we find n samples of U-EDCP, 5>
w.h.p:

{10) + (=1)%* 1)} o

2. Measure each in the Hadamard basis (|4) := (|0) £ |1))/v/2) to learn
(Yk, s) mod 2.

3. Use Gaussian elimination to recover § := s mod 2 (with constant
probability).

4. Process fresh U-EDCP samples by |j) [x +j-s) — |j) [x+j-s—j-§).

5. Convert to U-EDCP samples:

0) +wffs 9 1) = [0) + wers™ 1)

where 28’ = s — s mod gq.
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The algorithm for general M

Lemma (U-EDCP self-reduction) |

Let M’ < M. There is a polynomial time reduction from U—EDCPL’q,M to
U-EDCP?S)M, that succeeds with constant probability.

16/22



The algorithm for general M

Lemma (U-EDCP self-reduction) |

Let M’ < M. There is a polynomial time reduction from U—EDCPL’q,M to
U-EDCP?S)M, that succeeds with constant probability.

Proof (Main theorem for general M):

16/22



The algorithm for general M

Lemma (U-EDCP self-reduction) |

Let M’ < M. There is a polynomial time reduction from U—EDCPL’q,M to
U-EDCP?S)M, that succeeds with constant probability.

Proof (Main theorem for general M):

<0)

Reduce U-EDCP}, to U-EDCP, %
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Algorithm also applies for S |[LWE)

Solve S |LWE) [ : i

On input parameters m, n, q and a function x : Zg — C, the
S|LWE),, 4., Problem consists of m input states:

{3 x(e)lfai, s) + & mod q) }y,
€i€Zyq

where a; € Zg are uniformly distributed and known classically, and asks to
recover the secret s € Zg.

S|LWE)!, . < GEDCP,,,, < U-EDCPSY),

nq,r — n,q,o

where 0 = q/rand M =c-o.
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Impact on LWE

LWE to U-EDCP reduction (adapted from [

Let g = poly(n), m > nlog q. There is a probabilistic quantum reduction
from LWE]', ., to U—EDCPf,’q’M where

n,q,«
M -1 <1/(c-poly(n)).
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» M-/ <1/(a-poly(n)) = aqg < q/(M-I-poly(n)).

> Ifg<M-I<|>q/M then ag < 1/poly(n) so the LWE problem is
trivial!

Open questions:

1. Is there a (subexponential) algorithm for U-EDCP using only / << g
samples?

2. Is there a more efficient reduction yielding 20(log? n) samples for
non-trivial LWE problems?
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Complexity of EDCP

#Samples (/)

29(v7)

2(1(Iog2 n)

poly(n)

Shifts (M
M=2 poly(n) q/c q-c¢ M=gq #shifes (M)

Figure: Complexity of U-EDCP.
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Complexity of EDCP

#Samples (/)

29(v) 20(v/n)
[Kup05; Reg10; Dol20]

poly(n) ~| poly(n) "1 poly(n)

This work This work, Folklore,
29(|0g2 n) e , IAGIT], s
exp(n) [CLz22) " | " [Kir20]

Folklore, [Reg04; Kir20])
poly(n)

Shifts (M
M=2 poly(n) q/c q-c¢ M=gq #shifes (M)

Figure: Complexity of U-EDCP. This algorithm applies.
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Complexity of EDCP

#Samples (/)

7777777777777 77777777777 AR A R
0000500500505500500500500000000005005045005005005004205007507
A 70050077

55035055055055055005005087 200040000000550500000550057
A A A s e 700700707
Q Y Y o A A oy iy
2 n)y\y-"-272"7 Yy 727772777% 7722777277772 877777777777747277777777
7 Y S Y A vy
Yy Y A A A s
22 ‘Reg16; LIONI0000000000000000000000000000000000
YA i b T A 100000000000000000007
7 A e ey
4 | ‘n)22177pol A ‘n

R A LA 70477 7097
0000500500500500500500500 0000000000000 0070500000000
A A A A o e
7505505505505505 500007007007 TThid wiark 21 Felkioré
AT T 1 S A A AN A loré,
2 27707777777777777727777777k 27 work,, 24770 5 s A ”

2(1 log2n) 0220200000002000000000000 000002 000000400 ) JAGH ]a(/ /IC 7

A JUIN 2508000 30%%5085000 0350707
500500505505500505 A A AT~ 2 R A s
2772277774 pgﬂ}///////// 2000077070774 7747705 7
750550550 VY 00000000000040000000000000002020577
Ry A e ey
20050050050050050050000820050020050040000050000000005000077

Folklore, [Reg04; Kir20])

poly(n)

Shifts (M
M=2  poly(n) q/c g-¢  M=gq #nifts (M)

Figure: Complexity of U-EDCP. This algorithm applies. This algorithm
outperforms previous algorithms.
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